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1 Introduction

Up to now, the information technology security (IT-security) has been seen as a mainly technical
problem. Organizational and legal questions have been discussed and (sometimes) solved as a
necessary and annoying evil. Nearly nobody has been thinking about the social and ethical
dimension of IT-Security.

One of the reasons may be, that for a long time, information security as well as information
technology security has been a theme concerning only a small group of applications (e.g. secret
services or secret documents).

But times are changing. The increasing use of information technology in all fields together with
growing economic problems in many countries result in industrial espionage as well as in social
misuse. Security is no longer an issue for engineers only. In an extreme case, every person can be
affected by wide-range or long-term damages in case of technical failures, manipulation attempts,
operating errors or failures caused by various disasters. In addition, every person will be confron-
ted with sensitive data and must learn to handle it. That is why we need a different perception of
"information technology security" - a comprehensive one.

In the following we will discuss some items as well as some experiences leading us to such a kind
of perception. The second step will be to summarize the most elementary issues and to work out
an approach called "comprehensive information technology security”. The aim is to show poten-
tial solutions to the arising questions.

* This paper reflects the opinion of the author only.

J. H. P. Eloff et al. (eds.), Information Security — the Next Decade
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2 Problems and Demands concerning the Growing Importance of Informa-
tion Technology Security

The problems and demands on the growing importance of information technology security will be
described with help of

o adifferent view of the issue

o adiscussion of ethical questions

¢ acase study concerning IT-security and technology assessment.

2.1  Information Technology Security and its Relations to other Items

In a first step we address the problem of IT-security itself. Starting point of the discussion has to
be the traditional concept of IT-security. This concept is based on the exclusion or reduction of
threats (1) and focusses on technical problems like operating errors, technical failures, failures
caused by various types of disasters or manipulation attempts. But - as we all know from experi-
ence - the main technical demands like availability (prevention of the unauthorised withholding
of information), integrity (prevention of the unauthorised modification of information) and con-
fidentiality (prevention of the unauthorised disclosure of information) (2) are not broad enough.
The interactions between technology and society, technology and law, technology and economy
and technology and organizations necessitate that a more comprehensive concept of IT-security
should be taken as a basis.

The following examination levels have to be included:

e technical and technological elements of IT-security, i.e. availability, integrity and confiden-
tiality,

e  organizational elements,

¢ legal and economical elements, i.e. questions of legal compatibility and efficiency, as well
as

¢ social and ecological elements, i.e. questions of social vulnerability and dependence on
workable information technology.

2.2  Information Technology Security: Technology Influenced by Ethics

Because societies depending on information technology have become more and more vulnerable
in many ways, we have to look for solutions not only in technical, organizational, legal, social,
economical and ecological but as well in ethical dimensions. But what is the meaning of this?
Very often not even philosophers agree on this question. How could engineers handle it? (3) The
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answer seems to be easy: we have to try out new avenues - and some of the steps are already well
known.

First there are some expressions like responsibility, professional ethics, values and each of us has
some ideas what this could mean. Other professions can help us to improve these ideas and to
work out some concepts. (4)

Falling back on various discussions we resume that the aim of ethical questions is to protect natu-
re and people from damages. That means that every person must act responsibly in every situa-
tion. It is not at all sufficient meeting legal demands. The question is whether additional values
should be taken into consideration. There are a lot of various values and engineers must think
about a range: is economy more important than security? Or does it depend on the level of securi-
ty, on the technological application, on the economic situation or on the potential number of
damaged persons?

On the other hand we have to discuss the concept "responsibility”. What is it? And who is
responsible in which case? Who is responsible for information technology security? The engi-
neers, the designers, the organizations, the users?

We agree with the German philosopher Hans Lenk (5) in his meaning of responsibility: somebo-
dy must "answer" to his conscience, other people, God about the consequences of his actions. But
taking into account the complexity of technical applications neither a single person nor a social
group by itself can be responsible. There are so many actors involved, that there must be a new
concept of responsibility: the "co-responsibility".

The co-responsibility concerning the developers on the one hand and the designers and users on
the other hand. All actors who are involved in developing or using information technology (e.g.
engineers, designers, organizers, users) but also politicians, trade unionists, persons who are
responsible for data protection or data security are co-responsible. The extent of the co-respon-
sibility depends on the potential influence each actor has. We have to differentiate between users
(normally little influence and therefore not much co-responsibility) and e.g. engineers (quite a lot
influence and therefore highly co-responsible). But regardless whether influence is high or not
they all have to think about the risks and potential damages of technology and they all have to act
responsibly. But how can they do that? Very often there is no chance at ali for one single person
to assess the consequences of new techniques. That is why we need a third sediment in our
approach of "comprehensive information technology security”: the technology assessment.

2.3  Technology Assessment in the Field of IT-Security

Technology Assessment (TA) is a sociological approach. Its aim is to assess the intended and not-
intended, the short- and long-term consequences of new techniques and to look for options
reducing risks. In interdisciplinary studies engineers, social scientists, psychologists, lawyers,
users and other people affected examine, using different methods, chances and risks of new
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technologies. They discuss suggestions for improvement and in a next step the different groups
should correct the technique, looking for alternatives etc.

Unfortunately this approach is very seldom used for questions concerning IT-security. In the
following we will use a German study to illustrate technology assessment as well as the new
approach "comprehensive information technology security".

The German "Bundesamt fiir Sicherheit in der Informationstechnik (BSI)" was the
first institution at all who initiated a TA-project to analyze questions concerning IT-
security in important applications of information technology like traffic, health
systems, monetary system or process control (6). The project was being carried out by
two German institutions: the "Industrieanlagen-Betriebsgesellschaft (IABG)"
Ottobrunn and the "Fraunhofer Institute for System Technology and Innovation
Research (FhG-IST)" Karlsruhe. It ended in July 1994. The objectives of the project
were

« to show the various stages of technological development,

« to analyze questions of security and vulnerability,

¢ to point out advantages as well as risks,

o to sensitize the different parties and

« to work out possible actions.

The project was characterized by two very important approaches:

1. An interdisciplinary discourse among affected persons, engineers, data protectors,
members of various associations and insurances, trade unionists, social scientists etc.
was chosen to cope with the very complex task and to complement disciplinary
knowledge.

2. Scenarios are to be developed to illustrate the main problems of different design
options.

It has be seen that it may not possible to find answers to all of the arising questions.
There are still a lot of different opinions concerning, the design options for exmple.
And there are also concerned persons that do not like the use of techniques (e.g.
patient cards) at all.

Within the limitation of a small and short discourse project two problems were
tackled: all participants discussed together the pros and cons of various design options
and a lot of unsolved questions arose (and for some of them there are suggested solu-
tions). A next step would be to let all affected persons and actors know the results of
this study and look for further solutions, political decisions and legal rules.
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3 Comprehensive Information Technology Security

After discussing the problems and demands on information technology security, we are able to
summarize - in our opinion - the most elementary issues for a new approach, the "comprehensive
information technology security". To illustrate this approach, we make use of the above
mentioned study and take the project "Chip Cards in Medicine" as an example.

The background of our example:

A "medical insurance card" has been introduced in Germany since 1994: each person
is bound to submit the card in medical practices as well as in hospitals. This medical
insurance card is a small card (similar to a credit or telephone cards) with a chip on it.
The following data are stored on this chip card: the name of the insurance carrier, the
name of the insured, histher date of birth as well as his/her address, the insurance
number of the policy holder, the beginning of the insurance coverage and, finally, the
period of validity of the card. As matters stand at the moment two objectives are pur-
sued with this card: the rationalization of administrative tasks in medical practices
and in hospitals, and the proof of an insurance coverage of the patients (7,8). To
exclude any misuse of the medical insurance card, the manufacturers are bound to
technical specifications concerning the card and the card reader. One of the require-
ments is that only the insurances shall be able to write, change or delete data on the
cards. The "Bundesamt fuer Sicherheit in der Informationstechnik (BSI)" is evalua-
ting the cards and card readers in regard to their information technology security (IT-
security), and upon the successful completion of the examination will award a certifi-
cate to the manufacturers. That is the status in 1995.

But while the politicians are still looking to the problems of the introduction and use
of these cards, the technical development of the medical insurance card is going on.
Not only the manufacturers of chip cards and chip card readers, but also the health
insurance companies, medical associations and scientists are thinking about further
applications (9, 10). Depending on their different interests they plan to store various
other types of data on the cards like treatment data (e.g. bills for medical treatment),
emergency data (e.g. blood group, allergies, diseases), blood donor and/or organ
donor data, vaccination data, diagnostic data (e.g. cancer, diabetis), therapy data (e.g.
operations, cure) or prescription data.
Such an extension of the medical insurance card towards a patient card is - depen-
ding on the design - combined with both progress and risks.
The supporters are pointing out that
« further costs could be saved,
o duplicate examinations could be avoided,
« in case of emergency, lifesaving data would be available as quickly as

possible,
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o the patients would not have to repeat their anamnesis to each physician they are
visiting anew,

o the patients could take care of their medical data themselves as the data is no

longer stored  in the different medical practices. (7)

On the other hand the antagonists are reminding again and again on the dangers:

o the flow of communication between physicians and patients could deteriorate,

« the quantity of medical treatments as well as the quality of diagnosis and therapy
could deteriorate,

o forwarding of data could occur without knowledge and consent of the patients,

o alot of questions concerning data protection and data security are not yet known
and even less solved.

3.1 Elementary issues

First of all there is a need for a more comprehensive interpretation of IT-security and it follows
from this that we have to put it into action in a new manner. It is not at all sufficient to implement
"technical" IT-security. Rather organizational, legal, social, economical and ecological elements
must be taken into consideration. In addition, we have to attach great importance to the informa-
tion and qualification of all affected persons.

In our example "Chip Cards in Medicine" a more comprehensive interpretation of IT-
security results in the following questions (6, 11):

o which are the main technical and technological potentials and risks of patient
cards? Which problems concerning IT-security are combined with which individual
configuration (e.g. the different combination of storage chip cards, processor cards,
smart cards or optical cards with potential types of data stored on the card like treat-
ment data, diagnostic data, therapy data or prescription data)? And: what can be done
or which precautions are helpful to raise the security level?

e Who should be allowed to use the cards (e.g. doctors, patients, hospitals) and what
has to be done to standardize the documentation, interpretation and use of the data on
the patient cards?

o Are the legal conditions sufficient for storing data, processing data and forwarding
data? Are there special laws concerning the electronical use of medical data and what
does this mean for the technical IT-security of chip cards?

o Will all affected persons be able to handle the security precautions?

There are a lot of interactions between the different elements. That is why we suggest the
following view of IT-security.
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Figure 1. Elements of IT-security (11)

Secondly, the processes and results of 74-studies support us to assess the chances and risks of
new information technologies as well as of new applications of well known technologies.
Suggestions exist for a higher and more comprehensive security level.

In the example "Chip Cards in Medicine" scenarios were developed to illustrate the
main problems of different design options. Therefore the following questions were of
elementary interest (6):
o Which are the main technologies for the technical design of a patient card?
o Which types of data in the health system are relevant for an electronical use?
o Which actors are involved in the design, storing, forwarding or changing of

data?

The interweaving of the mentioned components resulted in a complex matrix of
design options, which have been checked to see whether they are lawful or not. The
resulting, very reduced matrix was then linked with the initial question: which
problems concerning IT-security are combined with which individual configuration?
And what can be done or which precautions are helpful to raise the security level?
The discussed options are concerning technical, organizational, legal and social
examination levels. (11). Suggested solutions, political decisions and legal rules have
been discussed since the end of the project in July 1994 (i.e. according to the criteria
in (12)).

Thirdly, the concept of co-responsibility plays an important part. We have to think about our own
roles, influence and power to increase the information technology security and to avoid risks and
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damages. It is essential to discuss different values. This could be done in national and internatio-
nal associations as well as among various professional associations like engineers, philosophers,
social scientists and politicians. There are already a few codes of ethics (13, 14, 15, 16, 17, 18)
which could be taken as a basis.

As already mentioned above, responsibility means that somebody must "answer" to his
conscience, other people or God about the consequences of his actions. In case of complex
technical applications neither a single person nor one social group by itself can be responsible.
There are so many actors involved, that there must be "co-responsibility". Here we have to diffe-
rentiate between "causation responsibility" (persons who are involved in the development, design
and implementation of a new technology) and "trustee responsibility" (users of a technological
application). (4, 5).So various actors have to take the co-responsibility of a technique. But
responsibility is not equally shared among all actors. It is rather dependent on the power and
possible actions each actor has. Therefore there will never be a homogeneous measure for co-
responsibility. Developers, TA-scientists, political decision-makers, pressure-groups, they all
have different co-responsibility.

Example: In most cases, the participants of a TA-discourse have relatively little influence on the
design of a new technique. The co-responsibility of other actors will increases, if they have
(economic or political) influence and still do not use the results of the different TA-studies.

In the example "Chip Cards in Medicine" all actors that use the patient cards could

have co-responsibility: manufacturers of chip cards and chip card readers, health

insurance companies and their associations, physicians and their associations,

hospitals, drugstores, scientists, patients as well as political decision makers. In the

. end each inhabitant would have a bit of co-responsibility.

Examples:

« manufacturers have to consider the technical security precautions,

« physicians, hospitals, drugstores and insurances have a special care responsibility,
when they use the patient cards,

 political decision makers have to establish the peripheral conditions for using the
card,

 patients have to take care of the card as well as of the relevance of the data.

Whether this concept of co-responsibility will work or not depends on our fourth elementary
issue: the security culture.

Fourthly, the security culture is indispensable to complete the approach. Each person has an
individual need for security. The more sensitive the data are the greater is this need. Out of this
need of security various social groups develop different collective manners to handle insecurity,
threats and risks.
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In the example "Chip Cards in Medicine" the need for security is extraordinary high
for patients (because the risks for their health are very high), high for doctors
(because they could lose patients if they did not consider the needs) and relatively low
for a doctors' association (because their risks are reduced to legal questions).

The different collective manners of all social groups affected by a technique result in the so called
security culture. In addition, the security culture is caused by social learning processes. It is
expressed by a specific perception and coping with reality. So, security measures, instructions
and norms as well as informal methods are signs of a security culture. In addition, the security
culture with regard to a specific technique is embedded in a social, economic and legal surroun-
ding. Therefore it is influenced by several experiences persons have. It is subjected to continous
modification.

The management of IT-security will only be successful, if the development of a security culture is
adequately supported. It would indicate that communication and cooperation potentials concer-
ning IT-security are practiced. As a result we found the phenomenon that IT-security is dependent
on the organization of an interculturel communication and cooperation process. the advantage
from this point of view is that we have the chance to use security culture as a junction between
the great demand of IT-security and its reality.

Finally, we must bring together the various results of the four issues "comprehensive interpretati-
on of IT-security", "co-responsibility", "TA-studies" and "security culture". Therefore the inter-
disciplinary, international and intercultural cooperation should be strengthened and we have to
try out new avenues concerning interdisciplinary discourse. The hereby suggested approach
"comprehensive information technology security” is one potential avenue. The following figure
illustrates this approach.
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Figure 2. Comprehensive information technology security

This requirement is increasingly necessary the more the internationalisation of information
techniques is continuing. Up to now more and more applications are used in an international
context. That is why networking gets more important.

In the example "Chip Cards in Medicine" there are some ideas to internationalize the
application as follows:

every physician as well as the medical assistants in hospitals all over Europe would
be able to read the data and - if necessary - to store new data on the patient cards. A
translation system translates the data into the corresponding languages (i.e. German-
English, French-Spain, Italian-Portuguese). In case that not all relevant data is stored
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on the card, the physicians would have the possibility to obtain the data via a medical
network. Therefore the European Union is supporting the building up of such a medi-
cal network. IT-security in this case will only be possible, if the security precautions
and the security culture as well as the behaviour of all concerned persons (i.e. co-
responsibilty) is similiar in all of the European countries.

The example shows us, that there must be a harmonization in regard to the demands, the solutions
and the way to use a technique. The worked out approach is one possibility in this direction.

3.2  Additional Requirements in Regard to a Comprehensive Approach

Obviously there are quite a lot of conditions necessary to realize the comprehensive information
technology security approach. And there may also be some other elements we have to consider.
That is why another very important question arises: what could be done to increase the probabi-
lity for implementation?

A first step could be to strengthen the discussions concerning professional ethics both in profes-
sional associations and at universities (19, 20).

In addition, the associations must enlighten the society as well as their own members in regard to
the importance of information security.

As well, the actors who are responsible for data security should take into consideration whether
they can use the approach "participative design" and involve users in their work.

Wherever this is impossible, the actors should strive for visibility of problems, chances, risks and
processes. Otherwise the concept of co-responsibility is not practical. Nobody can be responsible
for unknown things (21).

Not least the internationalization of demands, norms and solutions is one of the most important
requirements.

The approach "comprehensive information technology security” will be useful only if it is really
comprehensive in regard to the issues, the process and the countries. Otherwise we cannot solve
the problems - neither today nor in the 21st century!
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