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Abstract—The smart grid’s heavy reliance on cyber resources
introduces numerous security concerns. The substantial attack
surface presented by the advanced metering infrastructure (AMI)
along with the dissemination of sensitive data including privacy,
billing, and control information will provide attackers with sig-
nificant economic incentive. In addition, the scale and complexity
of the architecture will stress the capabilities of many security
controls such as public key encryption (PKI), authentication, and
access control. The aforementioned concerns produce a require-
ment for increased risk management including security models
that have the capability to scale to such a complex environment.
A security model is introduced to represent various privilege
states in a large architecture and evaluates viable paths that an
attacker could exploit. The resulting model is used to produce
a quantitative information-based exposure metric to evaluate
the completeness of implemented security mechanisms. Various
applications are proposed to show how the metric can enhance
current risk management processes by identifying information
dependencies of the deployed security mechanisms. Finally, the
applicability of the proposed methodologies has been evaluated
through a simulation study using realistic AMI infrastructure to
demonstrate the utility of the proposed metric.

Index Terms—Cyber security, smart grid, SCADA, common in-
formation models, metrics.

I. INTRODUCTION

S MART GRID advancements present an undetermined level
of risk to electric grid reliability. The coupling of the power

infrastructure with complex computer networks substantially
expand current cyber attack surface area and will require sig-
nificant advances in cyber security capabilities. Strong security
metrics are necessary to ensure security-based decisions accu-
rately reflect a realistic understanding of cyber risk. National
Institute of Standards and Technology (NIST) specifically ad-
dresses this requirement and recommends research in “tools
and techniques that provide quantitative notions of risks, that
is, threats, vulnerabilities, and attack consequences for current
and emerging power grid systems” [18].

Attack trees and graphs have previously been used to model
network security, unfortunately these models will not scale to
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large networks. While they provide detailed information on po-
tential attack methods, their development is based on an un-
derstanding of potential attacker goals. Current trends show at-
tackers increasingly rely on exploiting zero-day vulnerabilities
[24], which reduces the accuracy of models depending on the
evaluation of known vulnerabilities.

Developing security models for a large, networked environ-
ments such as the smart grid should focus on the critical infor-
mation necessary to support the grid and the resulting security
mechanisms deployed to protect it. The electric grid can typi-
cally be categorized into domains including generation, trans-
mission, distribution, and market operations. While a signif-
icant amount of intradomain communication occurs, interdo-
main communication is imperative for grid stability as shown
in Fig. 1. Since interdomain trust is a key characteristic for grid
communication, a strong security model must accurately repre-
sent the trust levels and any associated risks.

Smart grid technology has developed increasing sophisti-
cated common information models (CIMs) which standardize
the information necessary to support system operation and as-
sist with increasing requirements for communication between
domains. Fortunately, CIMs also provide increasing awareness
of information dependencies which should be leveraged to
improve cyber security. This research provides a novel network
security model tailored to provide a quantitative exposure
metric based on these information objects by identifying and
analyzing their dependency on security mechanisms as they
traverse a network. This research also demonstrates how the
exposure metric can be utilized to perform various cyber secu-
rity related activities such as vulnerability impact analysis and
security investment analysis.

II. RELATED WORK

Recent concerns over electric grid cyber security have lead
to the creation of compliance standards. The North American
Electric Reliability Corporation (NERC) has recently developed
Critical Infrastructure Protection (CIP) standards which intro-
duce cyber security compliance requirements for power sys-
tems [20]. These standards primarily focus on the identifica-
tion and protection of cyber assets considered critical to the
bulk electric system. In additional to NERC’s effort, NIST has
produced technical documents addressing cyber security con-
cerns for industrial control systems, such as SCADA. NIST Spe-
cial Publication 800-82, “Guide to Industrial Control Systems
(ICS) Security,” addresses ISC specific threats, vulnerabilities,
and provides guidance on enhancing current security controls
[12]. NIST has also released NISTIR 7628, “Guidelines for
Smart Grid Cyber Security,” which provides a comprehensive
overview of smart grid domains, actors, and the resulting logical
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Fig. 1. Power system domains [7].

interfaces between various actors. In addition to the smart grid
overview the document also provides current constraints and re-
search directions required to establish an appropriate smart grid
security posture [18].

A. Attack Surface

Research on attack surface evaluation has been introduced
by Manadhata and Wing [17], [16]. This work defines a ser-
vice’s attack surface as the set of entry points, exit points and
data channels in a system and utilizes this information to pro-
duce quantitative measurements of security. The relationship
between excessive attack surface area and decreased security
is then shown through the comparison of similar software plat-
forms. While this work is a useful component in software engi-
neering, the metric requires a formal review of software func-
tionality and does not address the complexity of large-scale, dis-
tributed systems.

B. Attack Tree

An attack tree is a model which enumerates all potential vec-
tors an attacker could use to gain access to some target resource.
Each branch in the tree represents a set of intermediate steps
the attacker must take prior to gaining access to the target. Pre-
vious attack tree work by Ten has shown applicability to mod-
eling SCADA cyber security [2], [23]. Attack tree models such
as Morda demonstrate how system risk can be calculated based
on an understanding of attack objectives, strategy and potential
mission impact [6]. Unfortunately the development of accurate
trees is a difficult process when attacker capabilities and objec-
tives are not well known.

C. Privilege/Attack Graphs

Previous work on security modeling was performed by
Dacier, et al. through the implementation of privilege graphs
which evaluate various privilege states in a computer system to
determine whether known security states are violated [5]. This
work was then expanded upon to show that the transitioning

between nodes in a privilege graph can be used to model
attacks against a system as an attacker escalates their privilege
level [3]. In addition, this research addresses the relationships
between security and various path characteristics, specifically
length and quantity [4].

Attack graphs take a different approach to modeling security
concerns by producing a privilege graph and analyzing the at-
tack paths provided by all known vulnerabilities [15]. Detailed
analysis of feasible attack capabilities can then be determined to
establish whether critical resources are appropriately secured.
Work by Wang et al. has utilized attack graphs for security
metrics based on both path length and quantity [14]. Research
performed by Idika and Bhargava has extended the path-based
analysis by comparing potential metrics [10]. While the attack
graph approach provides comprehensive view of a system’s se-
curity, the difficultly of the vulnerability discovery and mitiga-
tion process reduces model accuracy and applicability to a large
architecture with unknown vulnerabilities.

III. SMART GRID INTRODUCTION

The smart grid focuses on the increased integration of infor-
mation technologies throughout the power grid. Fig. 2 provides
an example cyber architecture for a smart grid deployment.
Technologies such as phasor measurement units (PMUs) are
being deployed to increase wide area measurements throughout
the bulk power system to provide increased reliability. Addi-
tional intelligence within substation automation also provides
increased reliability through improved fault management.
However, from a cyber security perspective the advanced
metering infrastructure seems to introduce the greatest concern
due to its integration within a community, and ability to impact
consumer’s privacy and electricity availability.

A. AMI Introduction

AMI attempts to reduce cost and increase electricity relia-
bility through the deployment of smart meters at consumer lo-
cations. These meters provide the customer with granular con-
trol over consumption and the ability to selectively use elec-
tricity when prices are low. Utilities benefit from being able
to remotely detect outages, perform remote meter readings and
offer prepaid options to customers. AMI also enables demand
side management (DSM) which exercises direct/indirect control
over consumer power consumption. This allows the increased
integration of green technologies due to their inconsistent pro-
duction.

The infrastructure necessary to support smart metering will
require the integration of many novel and tailored technologies.
Typically, a user’s home area network (HAN) may communi-
cate with a smart meter or some other data source to gain access
to real-time pricing information. Networking technologies such
as RF-Mesh or power line carrier (PLC) are often suggested to
support this functionality. This infrastructure is commonly re-
ferred to as the neighborhood area network (NAN). Once me-
tering data has been aggregated within a neighborhood it can
be transmitted back to the central office for billing purposes.
A wired or wireless field area network (FAN) will makeup the
backhaul portion of the network.
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Fig. 2. A schematic of smart grid cyber infrastructure.

Maintaining a secure AMI infrastructure presents a chal-
lenging task. The geographically diverse deployments and
long lifespans required for the infrastructure will significantly
increase the exposure to attack. Additionally, large-scale device
deployment, dependency on embedded systems, and con-
strained network bandwidth will limit the amount of security
monitoring that can be performed. Finally, the large quantities
of privacy data contained within the devices and networks
raises consumer concerns.

B. Common Information Models

The smart grid will also increase the use of CIMs to provide a
common format for expressing and communicating the informa-
tion required to support the grid [9]. Current CIMs such as IEC
61968, which focuses on distribution systems, and IEC 61970,
for transmission systems, are represented as an ontology that
formalizes the information and relationships necessary to sup-
port the grid. CIMs have been primarily developed to facility
increased system integration through consistent data represen-
tation and exchange formats. This research leverages these prop-
erties as a key component in understanding impacts from cyber
security failures.

IV. EXPOSURE EVALUATION FRAMEWORK

The development of a secure infrastructure is contingent on
the ability to accurately assess the effectiveness of the current
security mechanisms. The proposed framework achieves this
goal by evaluating all paths an attacker must take in order to
access critical resources. This work models the flow from se-
curity mechanisms to their protected privileges and the infor-
mation accessible by that privilege. With this model the various
sets of security mechanisms required to protect information as
it traverses through a network can be reviewed.

The risk management process requires a comprehensive and
continuous set of operations to ensure adequate system security.
NIST provides a suggested framework which identifies all re-
quired activities and details the efforts necessary to perform risk

Fig. 3. Attack exposure evaluation framework.

management within industrial control systems [12]. The pro-
posed exposure evaluation integrates with NIST’s management
framework to provide a more accurate assessment of risk. The
interactions between the risk management and exposure anal-
ysis framework are displayed in Fig. 3.

The proposed model and metric leverage data from the se-
curity control selection process to determine the set of imple-
mented security mechanisms. These security mechanisms along
with the system’s information model are necessary for the expo-
sure graph development, which is detailed in Section IV-B. Once
this graph has been developed it can be utilized to compute the
proposed exposure metric which is discussed in Section IV-C.
The resulting exposure metric has applicability throughout the
risk management process. Proposed applications include:
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Fig. 4. (a) Testbed network architecture. (b) Testbed data flow diagram.

• vulnerability analysis;
• cyber security investment optimization;
• cyber contingency analysis.

A. Identifying Cyber Risk

Determining the set of security mechanisms required to sup-
port the cyber architecture is a challenging research area. There
are currently numerous risk management processes which
require the implementation of baseline security mechanisms
within an environment [12], [20].

Traditional computer security models attempt to evaluate the
current state of a computer and analyze whether the state corre-
sponds to a known security status. A set of security mechanisms
or controls are utilized to restrict system use to only those se-
cure states. This paper presents a similar model based on a set
of privileges, , which identify the set of available states in the
systems. Each privilege represents user/system access to some
set of attributes within a CIM representation of the information
within the system. These attributes, or information objects, are
represented by the set . The model also assumes privileges
are enforced with a set of security mechanisms, , such as
access control, authentication, and encryption.

To determine an appropriate set of security mechanisms this
paper utilizes the threat modeling process introduced by Mi-
crosoft [22]. The process first requires the identification of users,
processes, data flows, entry/exit points, and data stores within
the architecture. Next, each of the data flows are reviewed for
possible (S)poofing, (T)ampering, (R)epudiation, (I)nformation
disclosure, (D)enial of service, and (E)scalation of privileges.
The threat modeling process begins with the development of
a data flow diagram (DFD) which is then utilized to identify
trusted boundaries and identify potential untrusted input.

The PowerCyber SCADA testbed at ISU, detailed in Fig. 4(a),
is utilized to produced the example DFD between the control
center and one substation in Fig. 4(b) [8]. In this example there
are two trusted zone, the first is the control center where op-
erators interact with a human-machine interface (HMI) to con-
trol the SCADA server. This provides the ability to remotely
monitor and control the substation. The substation contains a
remote terminal unit (RTU) that aggregates data from an intelli-
gent electric device (IED), which performs various sensing and
actuation functions. Additionally, all data flows between trust

zones are considered untrusted as they are potentially vulner-
able to external attack.

The information transmitted within the system is fairly lim-
ited. Since only one IED is utilized on each substation, only the
following information is necessary to control the IEDs from the
control center:

1) Operate Breaker ;
2) Status Reading ;
3) Voltage Reading .
In order to protect this environment from cyber attacks, se-

curity mechanisms must be provided to specifically target the
untrusted areas. Fig. 5(a) extends the original DFD to model
the necessary set of security mechanisms required to protect the
system from malicious attack. Table I explains these security
mechanisms in greater detail. This information will be utilized
in the proposed model development along with the definition of
information necessary to support the system.

B. Exposure Graph Development

This section introduces the exposure graph which formalizes
the relationship between the security mechanisms, privileges
and information objects within a system. The relationship be-
tween these objects will then be evaluated to determine the ex-
posure of the information objects through the analysis of fea-
sible attack paths. This exposure graph, defined as the directed
graph contains the following vertex
and edge definitions:

• —vertex (security mechanisms);
• —vertex (system privileges);
• —vertex (information objects);
• —vertex (untrusted users);
• —edges (directed).
Developing the exposure analysis graph should begin by

identifying the untrusted data flows within a network. This is
modeled through a node, , that represents potential attackers
access. This node should connect to all possible systems acces-
sible by the attacker. Since the system’s security policy should
ensure untrusted users cannot access any system resources
without first bypassing some security mechanisms, all edges
from should connect to the set of accessible mechanisms

and apply an edge weight of 1 to represent the attack effort
required to bypass this mechanism. Each node in should
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Fig. 5. (a) Testbed DFD with security mechanisms. (b) Resulting exposure graph.

then be connected to the set of privilege nodes, , representing
the set of privileges obtained if this security mechanism fails,
these nodes should have a weight of 0. Edges can also exist
between the privileges, as a privilege could dominated
another privilege if it contains a superset of privileges. In
this case a directed edge would be added with a weight
of 0. Finally information object, , nodes must be created for
each object in the CIM for that architecture. A directed edge
should then be placed between each node in and the set of
nodes in that either consume or produce that information.
Fig. 5(b) provides an example of the resulting exposure graph
developed based on the DFD in Fig. 5(a).

Algorithm 1: Exposure Analysis Algorithm

IOExposure Analysis();

input :

output:
foreach do

;

end
EvalPath();

input :

if then
;

end
else

foreach do
;

end
if then

;

end
end

C. Exposure Evaluation

After the exposure graph has been developed, analysis can be
performed to evaluate the exposure of the information objects.

TABLE I
EXAMPLE SECURITY MECHANISMS AND PRIVILEGES

The exposure metric determines the attack surface of an in-
formation object as it traverses through various systems and net-
works. The exposure metric is computed through the analysis of
all security mechanisms utilized to protect the set of privileges
that either produce or consume the information object. Metric
computation incorporates the number of attack paths through
the security mechanisms protecting this asset while also fac-
toring the path length as a method to evaluate the effort required
to exploit a path.

Algorithm 1 documents the exposure metric calculation for
the information objects within the graph . Starting from each

node, the algorithm identifies all privilege nodes with in-
coming edges into . Each incident edge is reviewed for neigh-
boring nodes until the paths are traced back to . Since edges
incident to a element of are assigned with a weight of 1,
paths length will be determined by number of elements
within that path. Once a potential attack path has been traced
back, the inverse of that path’s length is the added to the expo-
sure value for that information object. After all relevant attack
paths have been traced, the resulting value can be deter-
mined.

The documented algorithm outputs an exposure com-
putation for each information object. In this example, all
three objects are communicated along the same path and
will result in the same value. For this example the
computed exposure for all 3 information objects is 4. This
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Fig. 6. Exposure metric applications.

score is determined as there are only four potential paths,
each with a length of one, required to access the set.
These paths are

, and . The re-
maining paths are not relevant since once privilege has been
obtained the attacker can gain access to the set without
requiring any additional effort. Section VI provides a more
detailed evaluation with increased variations.

V. EXPOSURE METRIC APPLICATIONS

This section presents applications of the exposure metric to
assist in the development and management of a robust cyber in-
frastructure. Fig. 6 identifies three proposed metric applications
including vulnerability and impact analysis, cyber security in-
vestment optimization, and contingency analysis within cyber
resources.

A. Vulnerability Analysis

Computer systems are continuously affected with new vul-
nerabilities which present security challenges and unknown
system impact. As documented within the NIST Risk Frame-
work, continuous monitoring for possible security weaknesses
is an important aspect of a strong risk management process. The
first step in the monitoring process should be the collection of
new information on possible threats or attack trends. Informa-
tion sources should include security alerts from US-CERT and
product vendors, individual vulnerability assessment results,
intrusion detection alerts, and system events occurring within
the environment.

Exposure analysis should be recomputed during the continual
monitoring process and whenever significant changes have been
found within system security mechanisms. The recomputation
should address all information sets that depend on the security
mechanisms in concern. For example, a failure of security mech-
anism will propagate to some privilege set and also some
information object set . Determining the exact exposure can
be done by setting where represents all
incident nodes, since the mechanisms can no longer be trusted to
protect the system. The resulting exposure analysis should then
be recomputed to determine the new, increased exposure due to
the shortening of the path lengths.

Once the recomputation of all exposure values have been per-
formed, the resulting architecture can be reviewed for its ade-
quacy. The vulnerability’s impact on critical information may

Fig. 7. Simulation AMI use cases.

leave it in an unacceptably exposed state. In this situation addi-
tional security mechanisms would be necessary. An example of
this analysis is shown in Section VI-B1.

B. Cyber Security Investment Optimization

Determining the effectiveness of cyber security enhance-
ments presents a difficult strategy in large, distributed en-
vironments. Numerous possible investment strategies could
be utilized to reduce the probability of a successful cyber
attack. Two possible enhancement, and , may have
very different impacts on an infrastructure’s security as they
protect different subsets of privileges on different systems.
The exposure metric provides a novel mechanism to compare
the resulting additional security provided by the additional
enhancements.

Enhancements can be evaluated by redeveloping the set
to represent the infrastructure assuming the enhancement has
been deployed. Once the new graph has been developed, the ex-
posure can be recomputed and then utilized to compare various
enhancements to determine their ability to protect critical infor-
mation objects. Section VI-B2 provides a detailed example of
performing security enhancement evaluations.

C. Cyber Contingency Analysis

Traditional compliance within power system requires n-1
and n-2 contingency throughout the physical components [19].
However, there is limited current understanding of whether
cyber architectures remain survivable during security fail-
ures. Cyber contingency analysis should be targeted towards
the information required to support the physical system. By
analyzing sets and the sets that enforce the current
security policy, direct correlations can be made between failures
of cyber security mechanism and physical system occurrences.
Additionally, this could instigate the development of cyber
contingency analysis policies which mirror those found within
physical systems.

VI. METRICS EVALUATION

To evaluate the metric’s applicability within a smart grid en-
vironment, this section presents an example AMI architecture
and then computes the resulting exposure calculations based on
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TABLE II
EXAMPLE SECURITY MECHANISM FOR AN AMI ARCHITECTURE

various cyber security relevant events. These results are then in-
terpreted to demonstrate the metric’s applicability to this envi-
ronment.

A. Simulated Environment

The simulated environment will model an AMI architecture
that includes a HAN domain containing user meter gateways, a
NAN domain containing smart meters, and FAN domain con-
taining a AMI headend and meter data management system
(MDMS). Both the HAN and NAN networks will be assumed
to be using a wireless network such as Zigbee while the FAN is
assumed to utilize a wireless WiMax network.

The information model for the simulation is based upon a
subset of the AMI use cases published by Southern California
Edison’s (SCE) [21]. Fig. 7 reviews the use cases which pro-
vided a basis for system requirements for this simulation and
demonstrate the flow of information between systems.

Based on these use cases, Table III provides a description
of the information objects referenced in Fig. 7 and also cites
likely attributes from an IEC 61968-9 based CIM. Future anal-
ysis within this section will reference the exposure of these in-
formation objects.

A set of security mechanisms is also presented to provide
a realistic set of protections. Table II documents all of the as-
sumed security mechanisms utilized to protect the various sys-
tems and networks within this environment. The Protected Priv-
ileges column is utilized to determine the set of systems privi-
leges that are protected by the resulting security mechanisms.

B. Simulation Results

Based on the previously proposed environment we perform
the resulting exposure computation and then provide demon-
strations of the impact on the systems security.

1) Vulnerability Assessment: Fig. 8 provides the result from
the exposure calculation on the simulation environment. The
Normal State calculations provide the evaluation of a system
that is operating in its intended state and is not impacted from

TABLE III
EXAMPLE SET OF INFORMATION OBJECTS

any outstanding security concerns. Note that 1- 2 and
4- 8 maintain similar exposure values due to their similar

paths throughout the network while 3 has a limited exposure
based on an assumption that certain granular meter readings
with privacy concerns are protected by only being stored on the
meter. Next the exposure for the same architecture is evaluated
with the following two vulnerability scenarios.

• A. Compromised meter management authenticator.
• B. Vulnerable meter customer/management access control.
Fig. 8 also provides the resulting exposure calculations after

vulnerability A is discovered. In this simulation it is assumed
that vulnerability A has compromised the certificate utilized
to perform meter management function which provides the at-
tacker with the ability to modify configuration data and obtain
access to some usage data. Note that the resulting exposure of
all information objects except 3 have significantly increased,

3 exposure still remains relatively low since the meter’s ac-
cess control mechanism enforces separation between granular
customer reading and management functions.

Next, its assume that a vulnerability B is discovered which al-
lows the bypassing of the meter’s customer/management access
control mechanism. This vulnerability significantly increases
the exposure of 3, but does not notably increase that of 1
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Fig. 8. Exposure metrics for normal/vulnerable scenarios.

and 2 as they are already accessible from both the customer
and management privileges. Also, note that meter firmware up-
grade information, 6- 8, and meter management informa-
tion, 4- 5, have been significantly increased. Since this in-
formation was originally protected from customer access, but
now may be potentially exposed due from the resulting vulner-
ability.

2) Security Investment: In addition to the vulnerability and
impact assessment application, evaluation results have also been
utilized to demonstrate the exposure metrics utility within the
security investment process. The current exposure value of var-
ious resources is first evaluated on the system’s normal state,
then the exposure resulting from the insertion of additional secu-
rity mechanism is performed and the resulting exposure is com-
puted to evaluate the improvement.

Fig. 9 provides the results of the enhancements. The x-axis
contains the various security enhancement results. The first set
labeled “Orig” assumes no enhancement has occurred. The next
two sets of results assume that enhancement and have
been implemented individually while the final set assumes that
both and have been implemented together. The proposed
enhancements for this evaluation include:

• E1—Application layer authentication/encryption;
• E2—Tamper resistant meter hardware.

The first enhancement, , assumes that the additional en-
cryption and authentication is being performed on the meter ap-
plication level which, for example, could be implemented by the
IEC 62351 security protection standard. This would increase the
amount of effort required for an attacker to access this informa-
tion when it is in transit between the system. The second en-
hancement, , assumes a tamper resistant hardware is utilized
within the environment which limits the smart meters accessi-
bility to physical attacks.

The results show that the additional encryption and authen-
tication provide a greater impact to the general system’s expo-
sure and will likely constitute a more useful investment. This is
primarily due to the fact that it protects information throughout

Fig. 9. Exposure after security enhancements.

its life span as opposed to which focuses primarily on the
protection of data-at-rest within the meter. However, the com-
bination of both and further reduce the exposure for the
resources, although there still remains a number of potential at-
tack vectors.

VII. CONCLUSION

This paper has addressed quantitative security metrics for
large scale networked environments such as a smart grid. The
proposed model utilizes a pragmatic development process
which integrates within a modern risk management process
and is based on information that is well known to security
engineers and operators. An exposure metric has been proposed
to identify the set of security mechanisms required to protect
the various information objects utilized within a network. A
test environment has been proposed to model likely AMI de-
ployments and example exposure metrics have been computed.
The metric’s application to the security investment situation
has been demonstrated with comparisons between various
potential security enhancement strategies. Additionally, the
metrics has shown how vulnerability impacts can be evaluated
by simulating vulnerabilities and demonstrating their impact
on information object’s exposure. Future research within this
domain will address scalability to larger system deployments
and system-level metrics to facilitate more comprehensive
architecture analysis.
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