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1) Cyber-Innovations: Deep Web +

1) Deep Web Fundamentals

The deep Web, sometimes called the
invisible Web, is the large part of the Internet
that is inaccessible to conventional search
engines. Deep Web content includes email
messages, chat messages, private content
on social media sites, electronic bank
statements, electronic health records (EHRS)
and other content that is accessible over the
Internet but is not crawled and indexed by
search engines like Google, Yahoo, Bing or
DuckDuckGo.
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Surface Web

The surface Web is that portion of the World Wide Web that is indexable by
conventional search engines.

It is also known as the Clearnet, the visible Web or indexable Web.

Eighty-five percent of Web users use search engines to find needed information,
but nearly as high a percentage cite the inability to find desired information as one
of their biggest frustrations.

A traditional search engine sees only a small amount of the information that's
available -- a measly 0.03 % [source: OEDB].



History

= Jill Ellsworth used the term invisible Web in 1994 to refer to websites that were
not registered with any search engine.

= Mike Bergman cited a January 1996 article by Frank Garcia:

“It would be a site that's possibly reasonably designed, but they didn't bother to register it with any
of the search engines. So, no one can find them! You're hidden. | call that the invisible Web".

= Another early use of the term Invisible Web was by Bruce Mount and Matthew B.
Koll of Personal Library Software in 1996.

= The first use of the specific term Deep Web, now generally accepted, occurred in
the aforementioned 2001 Bergman study.



How search engines work

Search engines construct a database of the Web by using programs called
spiders or Web crawlers that begin with a list of known Web pages.

The spider gets a copy of each page and indexes it, storing useful information
that will let the page be quickly retrieved again later.

Any hyperlinks to new pages are added to the list of pages to be crawled.

Eventually all reachable pages are indexed, unless the spider runs out of time or
disk space.

The collection of reachable pages defines the Surface Web.
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Contents

Dynamic content:

= Dynamic pages which are returned in response to a submitted query or accessed
only through a form

= Especially if open-domain input elements (such as text fields) are used
= Such fields are hard to navigate without domain knowledge

Unlinked Content:

= Pages which are not linked to by other pages

= Which may prevent web crawling programs from accessing the content
= This content is referred to as pages without backlinks (or in links).



Contents (cont'd)

Private Web:
= Sites that require registration and login (password-protected resources).
Contextual Web:

= Pages with content varying for different access contexts (e.g., ranges of client
IP addresses or previous navigation sequence).

Limited access content;

= Sites that limit access to their pages in a technical way (e.g., using the Robots
Exclusion Standard, CAPTCHAs, or no-cache Pragma HTTP headers which
prohibit search engines from browsing them and creating cached copies.
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Contents (cont'd)

Scripted content:

= pages that are only accessible through links produced by JavaScript as well as
content dynamically downloaded from Web servers via Flash or Ajax solutions.

Non-HTML/text content:

= textual content encoded in multimedia (image or video) files or specific file
formats not handled by search engines.

11



Access to the Deep Web

1O

= " The Tor software protects you by bouncing your communications around a
distributed network of relays run by volunteers all around the world: it prevents
somebody watching your Internet connection from learning what sites you visit, it
prevents the sites you visit from learning your physical location, and it lets you
access sites which are blocked.” — www.torproject.org

= Tor is a network that supports onion routing; a way to help make your traffic
anonymous. Because the Deep Web is compromised of information that doesn't
show up on search engines, or has no domain name registry, you must know
exactly where you are going to get there.
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Access (cont'd)

= Tor is software that installs into your browser and sets up the specific connections
you need to access dark Web sites.

= Critically it is free software for enabling online anonymity and censorship
resistance.

= Onion routing refers to the process of removing encryption layers from Internet
communications, similar to peeling back the layers of an onion.

= Using Tor makes it more difficult to trace Internet activity, including "visits to Web
sites, online posts, instant messages, and other communication forms", back to
the user.

= |t is intended to protect the personal privacy of users, as well as their freedom
and ability to conduct confidential business by keeping their internet activities
from being monitored.

13



Access (cont'd)

Instead of seeing domains that end in .com or .org, these hidden sites end in .onion.

The most infamous of these onion sites was the now-defunct Silk Road, an online
marketplace where users could buy drugs, guns and all sorts of other illegal items.

The FBI eventually captured Ross Ulbricht, who operated Silk Road, but copycat
sites like Black Market Reloaded are still readily available.

Tor is the result of research done by the U.S. Naval Research Laboratory, which
created Tor for political dissidents and whistleblowers, allowing them to communicate
without fear of reprisal.

Tor was so effective in providing anonymity for these groups that it didn't take long
for the criminally-minded to start using it as well.

14



Inside the Deep Web

= The next step is to access the Hidden
Wiki, which most people consider the
home page of the Deep Web. Here you
can begin your journey and discover
many different types of sites and
networks, ranging from tame to very
llegal. There are black market type
sites, hacking information sites, huge
file databases, political advocacy sites,
and even sites to hire people to
engage in illegal activity.

navigation

faing e

fooibax
u Vihat ks here
u Relied changes.

" Spec

u Permanent ink

e DR

P BB

page | [ decusson | | viewsaurce | | sty

Main Page
About this Wiki

News / History

= Entries over 30 days old are maved to the Site News Archive.
= See this index for ariicles regarding anonymity, stenography, marketplaces, software, and other topics

Comms

= ion@torpm - SiteOp - not checked very often

= Onionet #hiddemwiki - RC

= Talk:Main Page - Cammunity notepad for discussion, questions, comglaints and suggestions.
hanges & - Discussion, questions, complaints and suggestions

u Special
Editor's picks

Bored? Pick a random page fom the article index and raplace one of the fue slots with it

TORCH - Tor Search Engine. Claims to index around 600k pages
List of Anonymous Netwarks - Try these out and leam from them
Silk Road & - Private marketplace with escrow. (Bitcoin)

Meeded Hidden Sendces - Ideas for hidden senices to benefit the Tor community.
5. Eradic & - Quality Deepnet Supplier of Weed, LSD, and Ecstasy (BTC/Dwolla/LR) (Host: FH)

Browsing / Mirroring

These links may be used to browse or miror all the pages in this wik:

cial Al ps &, The Hidden Wik

Volunteer TODO

Bored? Here are five random things to help out with.

Plunder other hidden sevice lists for inks and place them here.

File the SnapBBSindex links wherever they go.

. Set extemal links to HTTPS where availzble, good certificate, and same content.
Care to start recording onionland's history? Check out Onionland's Museum
Check the list of dead hidden senices for senices that have retumed

Hidden services - HTTP/HTTPS

Volunteers last verfied all senices in this section as up, or marked as DOWN, on: 2011-06-12

Introduction Points

OnipnLand link indexes and search engines

bo|

Login/ create account

Contents [hids]
1 About this Wiki
1.1 News | History
12Comms
1.3 Editor's picks
g { Mimoring
luntzer TODO
2Hidden senices - HTTPHTTPS
21 Introduction Paints
22Tor Network.
2.3 Marketplace
2.31Financial Sef
232 Commercial Services
24 Hosfir e /Image
241 Wethos! comparison

2102 Operation AntiSec

210.3 Other
21 HPi c

2.11.1 Phishing Sites
242 Audio - Music.
213 Video - Movies I TV
214 Books

2.150nugs

feams

joncommerdial (E)
216.1.2 Commerdial (E)
216.2 Under Age
217 Uncategorzed
2.18 Non-English
2181 Caech | CeSfina
2182 Danish/ Dansk
218.3 Duich / Nederiand:
2.18.4 Finnish / Suomi
2185 Fren
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Inside (cont’d

= One of the other “main pages” of the
Deep Web is TorDir. TorDir is a site
that uses a special crawler for the
Deep Web, so that it may act similar
to Google in that it categorizes web
sites, and allows you to view many
different and obscure .onion sites
that fall into each category.

[ hretor = - Money|SikRo. iHiothere | it STt | bl chiv | ) Wekcometo Co.  TORDR.-Li. x | 2 TORDR- Link.. [ Agaist Senvants | - cice.. [ ButtyyBoote. | inderct i

& Q '8 | dppmbrascucguzpconion/indeshp & ||~ typedin wser-password Al E!

TorDir
The link list /AND PM SYSTEM/ of Tor

Home Addalink Register

“lﬂfk,lﬂrlﬂjl Buy and sell everything under the
Reloaded . anonymity of Tor and Bitcoin.

htp://SormnspjvukTcwvk.anion

Now this ste also provide a Private Messaging System wih good privacy features including & *friends-only” whitelist method. You may register fo gef your inbox.

“You may also contact us, if need. by P to tordir wih our Pl system (you need o be registered to can send or receive P's)

This sie i friendly. URLs wil con from .onion fo or2web.org if you are found to be using HTTP VIA header
New: Registered users can now ed descriptions of inks.
A\ TorDir development started, | shoud bring more functanaitiss, ke 8 Google-ie Search, fRerng out of "adul ses” 30d Interop with our ofher stes. such as Blackilarket Rekaded

Farin s owners, he new spider wi parse for description and keywords the conents 0f e biets tS0S, 8180 1 yoUr Server logs, f .t nould present tself a5 TorDr Crawier v1.0 for User-Agent

Activism, Political and Revolutionary I Adult

Blogs R Business

Email, IM, Communications I Gambling

Hacking and Related o B Hosting and Content Share
Librarys N Other

Personal Pages I Reference and Core sites
Security o Social

Social File/happiness sharing I Software
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Inside (cont’d

= Through the Hidden Wiki you can

find pages like this, which are semi-
organized lists of different .onion
sites. Many different sites are listed
and separated based on function,
such as  buying/selling/trading,
communication, hacking, or intel
exchange.

hitp://..ST.bt > | {_ hitps/fs..rarchiv/

ndecot b [ Nt [ !@@g

cr08

ONION.LINKLIST bt ¢
DiCiuGmUIy D Die LU JUNESSIE LU UNDCURT LESLE HASSULYs DL/ YRGS e s e i

Bitcoin 4 Cash - Buy Bitcoins: http://vms43o4cqysakvyb.onion/

- typedin user-password

"1 ssindxbme24astvk.onion/uploads/L

DA

Hosting file services: Hosts files.

CircleServices - Most famous place in Onionland that provides all kinds of services: http://4eiruntyxxbgfvio.onion/
Onion Fileshare - 2GB upload file size limit!!!: http://f3ew3p7s6lbftemS.onion/

gPasteBin - Hosts txt files, just like clearnet Pastebin: http://4eiruntyxxbgfvio.onion/paste/

sTORage - Public file hosting: http://utovvyhaflleTégh.onion/

ES Simple Uploader - Hosts images, docs, etc: http://iThknwgdup2ihdkx.onion/

Hosting websites: Hosts .onion websites.

Tor host - A brand new hosting service started towards the end of December 2011: http://mkbljiejus4fc33.onion/

Freedom Hosting - Attacked by Anonymous, hosts a huge portion of .onion sites. Currently, invite only: http://xgz3ubdrneuzhaco.onion/
SnapBBS - Hosts forums: http://4eiruntyxxbgfv7o.onion/snapbbs/

Tor WebDesign Guidelines - Doesn't host content, but has basic guidelines for making a site: http://wf4df37hrebhwzts.onion/

Chans/Imageboards - Kind of like 4chan and the likes. MAY CONTAIN QUESTIONABLE CONTENT, none right now though. USE WITH YOUR OWN DISCRETION!!!

Torchan - Started December 2011. Reincarnation of Torchan, the most famous *chan to exist in .onionland. Used to have heavy CP: http://zw3crggtadila2sg.onion/imageboard/
RundaChan - Started December 2011. New chan. Helpful to newbies: http://vkfwaglwnbi6évlTs.onion/

Bobby's Board - Started December 2011. New chan. Low uptime: http://uzz3hdruguwzadfr.onion/imgboard/b/

Enonchan - Started November 2011. Went viral. Over 1000 posts in first month - http://odéj4esySzgTagze.onion/

Hidden Image Site - Moderated for CP: http://wyzwerboilawzy23.onion/

Boards: Mostly SnapBBS. Normal forums.

Thieves Market - Cheap prices, nice goods: http://4eiruntyxxbgfv7o.onion/snapbbs/5595881d/

Oniocn Site Reviews - Review .onion sites in an organized way: http://4eiruntyxxbgfv7o.onion/snapbbs/5112d4d2/
Assassination Market - Famous SnapBBS board; mercenaries for hire: http://4eiruntyxxbgfv7c.onion/snapbbs/lacda566/
Underground Market Board - Mainly used for digital goods: http://4eiruntyxbgfv7o.onion/snapbbs/1b82f13e/
Onionforum - Forums for discussions: http://6ShgvtaTyos3sce5.onion/

Torum - Discuss anything: http://anfiejd3rv25tkh4.onion/forum/

Talk.masked - Very famous messaging board: http://ci3hnZuzjw2wby3z.onion/

Hard pOrn forum - Discuss teh prOnz: http://démbioygedposl7r.onion/

Networking: Social networking.
Torbook - Facebook for Tor. Has a public square for discussions: http://ajgaivExtay3fdlr.onion/torbook/
Questions and Answers - A cool truth game: http://ajgaivixtqy3fdlr.onion/ga/index.php

Email/Messaging: Communication.

TorBM - Tor private messaging: http://4eiruntyxxbgfvio.onion/pm/
Tor Mail - Email services. *@tormail.net: http://jhiwjjlgpyawmpix.onion/

Hax: Hacking, etc. ‘;

Hashparty - Cracking site: http://3terbsbSmmdyhse.onion/

HackBB - Forums for hacking, hosts some content: http://clsvtzwzdgzkjda7.onion/

OnionWarez - Warez forum, kind of dead: http://dts563ge5y7c2ika.onion/

Weird and Wonderful Old Stuff - Collection of old DOS and wIN software :D: http://xgz3uSdrneuzhaso.onion/users/dosbox2/ o
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Inside (cont'd)

= Dark email; emai providers are only accessible via the Tor Browser, an anonymity tool designed to

conceal the end users identity and heavily encrypt their communication. Tor is used by an array of people
including journalists, activists, political dissidents, government-targets, whistleblowers, the government and just
about anyone since it's an open-source free tool.

- ProtonMail — protonirockerxow.onion

- Torbox — torbox3uiotéwchz.onion

s Bitmessage — bitmailendavkbec.onion, clearweb

- Mail2Tor — mail2tor2zyjdctd.onion

. RiseUp - nzh3fv6jctjskki3.onion, clearweb

- Cock.li (NSFW) - cockmailwwfvrtgj.onion, clearweb

- Lelantos — |lelantoss7bcnwhbv.onion paid accounts only
- Autistici — wi7gkxyrdpudcmvr.onion, clearweb

- AnonlInbox — ncikv3idgfzwy2qy.onion paid accounts only
: VFEMail — 344c6kbnjnljjzlz.onion, clearweb

- Dead: Sigaint — sigaintevyh2rzvw.onion




Inside (cont'd)

= Black Markets: this is an example of
one of the many online black
markets. This one did not require a
paid membership. There are many
different ways to spend bit coins,
such as on apparel, money transfers,
drugs, books, and even digital
goods.

Silk Road

anonymous market
Shop by Category

Drugs 8,670
Cannabis 2,066
Dissociatives 765
Ecstasy 660
Opioids 591
Other 455
Precursors 50

messages 0 orders 0 = account 80.00

Search

Prescription 2,146 ég MDM'\AA 8§%+ gigh
: uality -Made in Germany-
Psychedelics 987 $1.30 $23.33

Stimulants 1,702
Apparel 264
Art 127
Biotic materials 1
Books 861
Collectibles 5
Computer equipment 32
Custom Orders 68
Digital goods 509

Drug paraphernalia 305 = week pack
Electronics 77 180.98

Erotica 540

Fireworks 2

Food 9

Forgeries 81

Hardware 23

Herbs & Supplements 8
Home & Garden 8
Jewelry 54

Lab Supplies 71

Lotteries & games 77 B7.15

Medical 57

10 grams ketamine crystals

Kamagra jelly (India), 1 Honeycomb Wax (85+%
THC) Fully Purged

B1.45

Grade)
B2.49

50 gr. Crystal MDMA Rocks ~ Valium 10mg/ Diazepam

1 gram * Moroccan Hash
DUTCH QUALITY

[3g] Greenstone NZ Hash (B +++ 100 x 25i-NBOMe
Strawberry Snuff Caps +++

Go

3g XxX AAA QUALITY
WEED,AMAZING

Citalopram 10x 20mg table

300x 25i/25¢c-NBOMe Liqui
Dropper 1200ug
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Inside (cont’d

= Unthinkable Content; this is an

example of someone’s own personal
page, with content picked out due to
it's controversial nature. Here you
can find anything from banned
readings, to Tre felling. There is
content on making one's own
explosives, and many different
military type documents and
guidebooks

Library

Articles: 326
Size: 283.1 MB

TORDR - Link..

Against Servants | | Circle..

[P

*J- typedin user-password

A a BB

Tard's Library

NOCP.

Just informative stuff.
This is being hosted free of charge

by

m Hosting, please respect that.




Inside (cont’d

Not Malicious Content: there is a
huge portion of the Deep Web that is
not malicious at all. This is a huge
database of banned, black listed,
and forbidden books which you can
read and download. Books have
been burned in the past and banned
for their controversial subject matter,
and this is a way for history to be
preserved.

W[uu«qmml

{7 hitpdf. STt ||

" hitpe._rchiv/

" Wekcometo Ca. " TORDR-Lin... | TORDR.-Lik...| - Agent Senans | G

| ButeryBoote.. [ indect tir.| i Tip

€9

| xquSdmeuzhaco.onion/

€ ||~ typedin user-password
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Inside (cont'd)

= Database: another  scholarly & oo R —cCT
database, this .onion site Is a - & o
compilation of financial, business,
real estate, and even marketing tools
and texts free to anyone who wants
to download them. The Deep Web is
a great archive for educational
material.

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn



Inside (cont’d

 Inde of /ibrr.. | NewTab | + p

V”“-_J"“ = ‘ Money | Silk Ro...| | Hello there. ]http://xmLISTMﬁ }http://xmvarcmvll:: | Welcome to.. x | | TORDR - Link .. |§:}TORDIR—Lmk | }AgamstServantsk ' Circle.. |  Buttery Bootle.. |

= Malicious Content: The Deep Web is s e

Welcome to CardersPlanet

[ ] ]
fu | | Of l I l a | I C I O u S CO n te nt O n th I S There you can find some services from russian carding community.
n

All services are vefiried on highly private carding forums like maza, directconnection, ete.

Russian-based community hacking
website, one can purchase credit R
card information, PayPal account |
information, bank accounts, and
even the service of DDoSing a e
website. This is when the website is

overloaded with information sent to

it, and eventually is forced to shut

d OW n Standart host or domain $\day
] o i
"o P ) ) P s

Bank accounts:

DDOS Service:




Inside (cont'd

= Agora = Hidden links

[(Eile Edit View History Bookmarks Tools Help |

Hidden Links 0.1 ® vVend)l-TmsledPaypalsa... ® | +

s &~ €@ -onion C" Q Search

et () TOOOON BTG

Agora GAZUTEA Jostuarg
0 NEW MESSAGE: LOGOUT
Listngs Profile Walet OCrders Forums info/Help = .

T S — . T
f "

[ ue [ credit card vVendor - http://cfuh5ue7xcsgjngl. nnlnnj | http://hlinkhigndobv3a3.anion/

| 1day | Verified Credit card seller! Gt your cards here!

LISTINGS

Marketplace: We are still in Beta!

. UP | AppleTor - http://appleze2rg3on25s.onion/new,
Counterfeits (oo« s NH Very good Apple wholesale seller. Good prices and fast shipping!
St AN 1. Lists and Search Er
Data 400+ \_A N [ uP [BlackMarket Team - http://blackz5jtkief7mz.onion e rane
Dmg paraphernalia o 33 days | Reliable supplier with assured service quality! 2 Matketplace

200 mg Methoxetarmine

1. Finencial Services

MDPPP (Sinutation of Qoe Dnﬁm 500- 'qu Erzciam FRLE
DRSS AR w 172880243 8

[ uP [ oOnly.Cigs - http://cigs7cvigbidbvuy.onion/

33 days | Contraband with cigarettes, no bullshit, only original blends for Bitcoin!

Q2734104 B7C

2. Commercial

1day | More than 1000 guns in inventory

[ up  [Guns Dark Market - http://gunsimzhzbtr7Ipy.onion
1day | Guns market to bi uns, full auto assault rifles, pistols, grenade launchers...

13. Off-Line Links

anmqum QF (122g) OF Cracad

|

|

|

|

|
Drugs 12800+) |
Electronics (100« [ up_ [aApple Store - http://gappoos46myl2bwq.onion/ | 3. Drugs
Forgeries 323 days | Carded Gadgets with good price - Building 3 good reputation is one of our core values - Accept Escrow. | 3. Hosting Web, File and Image

I g 3 ' N/A: | PayPal Vendor - http://vendorfezygihkf7.onion | 4. Warez, Phresk and Anarchy
Infarmation (1400« Automated Machine, MarketPlace of hacked PayPal accounts for 21% of the balance. | 5 Fan s Bk sl Gl earer
Jewelry ’ ) [ ue [ Hidden Apple Store - http://lks3bvfzgdfgpbfa.onion | €. Political and Advocacy
Services ¢ 1 02 High m Mapc ™ M of Mnk'q Mooy 20g B3%+ MDA | sdayz | Get two Apple computers for the price of one! | 7. Emall and Messaging
Tobacco (200+ { DIAE22 BT 272114201 BTC | UP | 100x Your Bitoins in 24 Hours - http://222222c6hrrbydu.onion | P
Weapons 100+ \ 5 days | Pay 0.01 BTC today, get 1 BTC tomorrow : \ s
Other (100+) Up Cheap PavPal Accounts - http:f12222_5nt211hvlkew.onlon | 10, 300€ Adult Eratic 18+
Zdays | Buy now your account and go shopping | o
[ up  [No Backaround Check Gun Stare - http://6xbcodgrkz3tifpv.onion | =

|| 12 MonEnglish

\

|

37S64N1E B 122107958 BTG

Fnanc'lal Services:
UP | Bitcoin Fog - http://foggeddriztrcar2.onion/

323 days | Bitcoin Laundry Sistem. The service takes 1%-3% (randomized for obscurity).
[ v [C'thulhu Resume - http://cthulhuuap7cha7k.onion/
| 21 days | Permanent Solutions to Common Problems!

#

-
Qmmm mu,n

fix DospicabieMed s s [ uP  [shadow Wallet - http://shadowchzen24qda.onion/
032512042 87T 32 days | An anonymous user friendly bitcoin wallet.

|
|
|
|
|
|
N/A: | Old Man Fixer's Fixing Services - http://c2ad57 Sg6coldman.onion/index.html |

id 0err | The internet's one stop shop for all things illicit and devious. |

[ UP [ABTCX 10 2 - http://btcxxlg2p3azgsgo.onion/ |
| sdays | Multiply your Bitcoins by 10 between 10 minutes and 24 hours! |
\ |
\ |
|

|

|

|

|

|

|

|

UP _ [BTC x 100 in & hours! - http://btchambzl63m22va.onion
5days | Get your BTCs back x 100 within 6 hours.

UP | Tumbly, low fee Bitcoin tumbler - http://tumbly5lisxnjozd.onion/
Get clean bitcoins with low fees, cheap, reliable and fast!

: | BitExploitions - http://gx2xyhtp6on7 gtns.onion/
The Criginal BitExploitions - Multiply Your Bitcoin

UP BTC x 100! the real (mirror 2) - http://btcgaop6ggxagxge.onion
Sdays | Get your BTCs back x 100! within max. 6 hours. [ Proof included ]

\ UP |Veriﬁed Card Vendor! - http://54ogum7 gwxhtgiya.onion/insertor/view/df7 1ec94

Supet Haze ‘:H.EE

088363332 BTC




Inside (cont’d

= Credit cards

= Drugs

rfi\e Edit View History Bookmarks Tools Help

Hidden Links v0.1

S @-

.onion/cards

» Credit Cards are sold in packs of 5, 10, and 20
s We offer packs of US or EU cards
« All cards are full dumps, including:

US Cards
5 US Cards

Price: $50 USD (0.11948573 BTC)

10 US Cards

Price: $90 USD (0.21507432 BTC)

20 US Cards

Price: $170 USD (0.40625149 BTC)

Yy -
xj-‘ \/ Vend0r - Trusted Paypalsa.. % | +

L

mﬁlﬂ

[

Q, Search

o Name, Full Address, CC#, CVV, Expiration Date, DOB. IBAN (EU). SSN (US), Mother's Maiden Mame, Phone, Email

EU Cards

5 EU Cards

Price: $50 USD (0.11948573 BTC)

10 EU Cards

Price: $90 USD (0.21507432 BTC)

20 EU Cards

Price: $170 USD (0.40625149 BTC)

http:/fvendorizqdptydoo.onion/cards
\ Credit Cards [HEwW

« Cards are guaranteed to have at least $2,000 USD available balance
* FULL REFUND or exchange for invalid/flagged/low-balance cards
» Cashout Guide and SOCKS Proxy, FREE with order

-

m

Hidden Links v0.1

rEiIE Edit View History Bookmarks Tools Help

—_— G
X ] W/ Vend0r - Trusted Paypalsa.. % | [&] Peoples Drug Store - The D... % | EE

\.ﬂ@vf

FATHER, MOTHER, BROTHER, SISTER,
[ALL SHOP AT PEOPLES' DRUG STORE

THE PEOPLES DRUG STORE pride ourselves on offering the best quality

products at competitive prices and making every effort to go above and beyond when it

comes to customer satisfaction!

Choose a category by clicking on any of the following:

7 7

7 7

and

WANNA MAKE SOME FREE BTC??

Cocaine(85%) & Crack

FEOPLES

People's Drug Store pride ourselves on the
HIGH QUALITY of our amazing, HIGH PURITY
COCAINE

Just like our Heroin, we get our cocaine DIRECT
from the importer (usually from Peru but
sometime its from Columbia) and we always get
our product given to us right off of the kilogram
bricks as they come in so we can be
ABSOLUTELY POSITIVE that it was not cut or

stepped on locally in any way!!
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Internet of Things Security ++

= |oT: Is a system of interrelated
computing devices, mechanical and
digital machines provided with unique
identifiers (UIDs) and the ability to
transfer data over a network without
requiring human-to-human or human-
to-computer interaction. the Internet of
things has evolved due to the
convergence of multiple technologies,
real-time analytics, machine learning,
commodity sensors, and embedded
systems.
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loT Attacks

= loT Attacks .woomsems

-8
‘ October 21, 2016, DDoS attack to Dyn’s In 2014, remote code execution vulnerability, affected
Managed DNS infrastructure. more than 150000 Webcam devices, because of weak
password.

Security
Requirement

Secure Access Anti-

Booting Control DDoS

Device Secure Software
Authentication Updates and Patches

27



4 Layers Model of loT

= Layers o 3
Integrated Application

Information Processing

= @

Network Construction A
. 5, ¢ @

-

-
-
=y

-
-~

((R)) ((r‘l))

Sensing and ldentification

e e

E
-
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Internet of Battlefield Things
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Internet of Space Things




Internet

Internet of Nanothings

Nano-micro
interface

Nano-node

Nano-router % Gateway

Micro-link

Nano-link
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Internet of Bio-Nanothings

Blood Pressure
Sensor Node

m
Pulse Oximetry —— ‘
Sensor Node Sensor Node Network Healthcare '
Server

Inertial
Sensor Node

-

-_—

Emergency Services
or
Medical Researcher

Hormones
[nternet

b,
.....
o

motors

Healthcare
provider B

Bio-cyher
interface

Fiqure 4. Network architecture for the Internet of Bio-NanoThings for Intra-bodv applications.
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Internet of Things: Perspectives

On the Move
Outdoors and Indoors ; :
Nights and Daytime Different Things Need To Be Protected TolPvé
®
* Outdoors v “~6 things online” per person '||‘ éi i‘@% 50
_ « Indoors N ensors, Smart Objects, Device Clustered Systems .
) * OntheMove @ 40 . . . Billion
S apid adoption rate of digital infrastructure B A7
o 5 x fasterthan electricity & telephony 1Opjects
uD— 30
@]
; Tadiz'e
.9 20 g s—PhonRes
,r 7] /v‘;é/ 0 Inflection Point |n| é%
10 — lnl % World Populatiin'
H Wy — — - ﬁ 7.83
*  Human to Human (H2H) o é = 6721 6.894
* Human to Thing (H2T) 0 T
* Thingto Thing (T2T) 2003 2008 2010 2015 2020
FromIPvd

Source: Cisco IBSG projections, UN Economic & Social Affairs http://www.un.org/esa/population/publications/longrange2/WorldPop2300final.pdf
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Top Industries for loT development

Business

Perspectives

Smart TV

Smart Watch

Smart Car

Smart Kegs
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Stronger Authentication

o Web API for “Human ontology
124000 authentication” ?

Advantages
(1)Portable
(2)Secure
(3)Stable

bl (4)Unique
- ‘j (5)Universal

(6)Convenient
(7)Collective
(8)Acceptable
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The Internet of Blockchain +++

= |[nter Blockchain  Communication

(IBC):The Cosmos Network has the
Inter Blockchain Communication (IBC)
protocol to allow blockchains to
interact with other blockchains. The
network  of  blockchains  will
communicate through IBC, with the
Cosmos Network as the central hub.
Blockchains are connected in a hub
and spoke model to the Cosmos Hub.
The spokes of the network are called
Zones, as seen in the diagram.

https://medium.com/@davekaj/blockchain-interoperability-cosmos-vs-polkadot-48097d54d2e2

CISMOS

INTERNET OF BLOCKCHAINS
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Block Chain in Brief

= Current Financial System

= Central authorities (bank, fed, notary,
escrow, etc.) transfer  actual value
between two parties.

= Multiple intermediaries and record-
keeping are required to facilitate transfer
of assets and create trust

BlockChain System
‘E_—E\
IE__E‘
E‘
= =
= =

Distributed network of computers (nodes)
that maintain a shared source of information

Transaction data is immutable

Peer to Peer transactions using digital
tokens to represent assets and value
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Bitcoin vs Block Chain

Bitcoin is a digital cryptocurrency made up of

processed data blocks used for online and brick-and-
mortar purchases. Because bitcoins are limited and
their value is determined by market forces, bitcoins are
also traded like stocks on various exchanges.

= A digital currency which was in a lot of
ways the first demonstrable use of

BlockChain

= A protocol that supports a decentralized,

pseudo-anonymous,

currency

peer-to-peer digital

=%

A digital database containing information (such as records
of financial transactions) that can be simultaneously used
and shared within a large decentralized, publicly accessible
network. “Blocks” on the blockchain are made up of digital
pieces of information. Specifically, they have three parts

Blocks store information about transactions.

Blocks store information about who is participating in
transactions.

Blocks store information that distinguishes them from other
blocks.

= Distributed
= Secure
= Logfile

40



Blockchain (cont'd)

A BlockChain is a distributed secure log file or shared ledger
with technology to trust transactions without a central authority

ﬁ

Every viable transaction is stored
in the shared public ledger

A shared ledger technology allowing
any participant in the business network
to see the established (via distributed

consensus) system of record (ledger) Transactions are placed in blocks,

( which are linked by one way hashes
Each peer address is anonymous and

multiple addresses may map to the Operates in a peer to peer mode and is
same transactor mostly based on DNS and “seed nodes”
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Blockchain (cont'd)

= BlockChains are essentially facilitated on a platform of distributed databases
with some inbuilt pre-agreed technical and business logic criteria, kept in sync
via peer-to-peer mechanisms and pre-agreed consensus algorithms. These are
the BlockChain Ledgers.

= Data stored on BlockChains are considered Immutable. Immutable means that
something is unchanging over time or unable to be changed.

= |n a BlockChain context, once data has been written to a BlockChain no one,
not even a system administrator, can change it. This provides benefits for audit.

= With respect to immutability, the way the data is structured is significant. There
are two key ideas: Hashes and Blocks.

42



Blockchain (cont'd)

= Keeping Secure Records:

= Records and validates each and every transaction made in a cryptographic manner

= Multi-Signatures

= Encrypted Communication

= True Non-Repudiation: Transaction un-linkability while incorporating identity management/ auditability

= Efficient Value Transfer:

= BlockChain mining discards the need of any third-party or central authority for P2P transactions needed to transfer value between two parties:
Process and Cost Efficiency;

= Reduced internal risks:
= Mitigate Man in the Middle

= Smart Contracts:

= Decentralization of the technology and distributed Ledger for smart contracts development, exchange and signature.
= Transfer over Internet by anyone with computer or smart phone
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Blockchain Challenges

BlockChain significantly alters the need for trusted
third-party  authentication through a financial
institution

Challenges of legacy infrastructure
Challenges in understanding the technology
Complex cryptosystems

Decentralized cryptosystems

Attacks on Cryptosystems

Government backing and standards are currently in
exploratory phase only

Can facilitate money laundering, crime

Currently cannot support a large  number of
transactions and is not fast enough

CryptoFundResearch

§00

400

10

i)
28

2011

Top 50 VC's Total Blockchain Investments by Year

254
==

012 2013

(USD) Millions

6377

496.7

146.3

103.8
58.1 I
m BB

2014 2015 2016 20017 2018 (through
June 15
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Blockchain players

.‘A» 9 cthereum factem (-) Digital asset Holdings €IS OO -':‘,," |
blog  @creoirs J!!B'ocxstack.o c L} BLOCKCYPHER symbiont X ﬂg 3

xapo ftrucan @ coinbase  ©BitGo 0 @ Buocncmuu ™Y crcue
Gem

ARMORY

SeC§23 a Voatz clearmatics " everladgor
Q; BITSTAMP coinx #Bit mKraken
bpay GOC O 0 & coinbase

lowyal gﬁ - D BitFury #nCMiner @ *StOf]IO

% cireLs REBIT stellar G sitspark ABRA

R . * HYPERLEDGER PROJECT Coala " Siamsior
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Barriers to Blockchain

Recording certain types of transactions in a public ledger may be disallowed in
a given country because of privacy laws.

Access to confidential data may be restricted within a permissioned BlockChain

A public Blockchain may include one-way hashes of confidential data, where
access to that data is controlled; the database(s) containing such data can be
(partially or totally) purged, if necessary.

BlockChains can be made interoperable with legacy systems such as credit
card processing (vulnerability?).
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l "Wnat IF)

2) Videos: Discussion & Reflection (o

= \What We Learned From Stuxnet
= Cyber warfare: Legal experts and programmers search for solutions
= Cryptocurrencies in the darknet

= Surface web, deep web, dark net explained
= Darknet Market

Go to the virtual room, and complete the activity thread.
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3) Fifth Lab

Please go to the Virtual Room for Instructions\\

VIRTUAL LAB

! (_‘; / {\ -: | l[—
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Virtual | Lab
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4) Economics of Cybersecurity

= Markets: Companies and consumers participate in markets, where they
exchange goods/services for money or something of value.
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Market Externalities

= Consequences of a transaction or
decision that affect someone else
who wasn't part of that transaction

= Pollution is a classic example:
decisions are made to maximize
profit, so in the absence of a legal
requirement to deal with pollution,
companies don't

Externalities and Market Failure

Externalities are a major cause of market failure and occur in nearly
every market — be clear on effects for producers and consumers

* Externalities are spill-over effects
arising from production and
consumption for which no
appropriate compensation is paid Negative

* Externalities lie outside the Production

] Externalities
market transaction

* Externalities cause market failure
if the price mechanism does not
take acr:ou nt of the social cns1is Positive Positive
and social benefits of production Production Consumption
and consumption Externalities Externalities

* Externalities can be positive and/
or negative
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Market Information asymmetries

an advantage

= One actor has information that another actor doesn'’t have, giving that first actor

INFORMATION ASYMMETRY

ﬂ' AndersonLyall
‘a

SELLER KNOWLEDGE

0 Knowledge
Seller's gt .
Product/Service Buyer's
Features, Benefits and Application, Needs
Capabilities & Requirements

et .
L e,
2 .,

/" Assumptions ™.
pt *, Transaction frequency -

on behavior

Opportunism

guarantee)

Limited
Rationality

and outsourcing

Web service market: i Web service market:
incorrect certificates | i very high specifity and
Seals of approval (no | complexity of the ASP

Web service market: .-"j
little knowledge of ASP/

.

Ay Web service market:
; scarce transactions

Specifity /
Strategic Significance

Information,  service bundie

{ asymmetry

- \ Uncertainty of future trans-
i actions

: ""~.._ Web service market:
__:'J %, lack of confidence indata
"-.___c.enters

-"1‘_.
",

Transaction environment = . -
Web service market:
national and intemational
legal particularities (SLAs)

" External factors ™.
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Rationality

You pick the option that maximizes
your value function (either reduces
cost or maximizes profit)

You make the decision that takes
into account the information you
have and the shape of the problem

If intrusion detection system A costs
twice as much as intrusion detection
system B, but A is not twice as good
as B, B is a better value for money.

Why might you pick A anyway?

Concept of. Raticnality

» DEFINITION OF RATIONALITY

»The word rational derives from
[Catin word ration which
mean . ¥eason, or
computation

» From the economics point of
view rationality guide the
people to make good
choices or decision
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Maximizing shareholder value

= One metric that businesses may use for
making these kinds of decisions is whether
it will improve their stock price

= That means that you pay people as little as
possible and sell your products for as
much as the market will bear, as long as
the share price increases

= This philosophy means that you don't buy
an intrusion detection system unless you
as a company will have your share price
hurt by a breach.
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Cybersecurity Investment

= Cost of a data breach per industry per record: https://www.ibm.com/security/data-breach

veatr | ¢
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Education ||
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Consumer |GG
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https://www.ibm.com/security/data-breach

Critical moments in security

Cyber hygiene addresses ~80% of threats: Cyber hygiene refers to steps taken by
users to maintain the health of their computers and devices and improve online
security to prevent the theft or corruption of data. Further, as with personal hygiene,
cyber hygiene should be practiced regularly to ward off common threats and the
natural deterioration of devices and systems.

= (Good cyber security costs less (and improves operational availability)

= Achieving good hygiene is not a technical issue, rather a Cultural one.

= resistance is very strong and IT prefer to focus on the high end threats

Addressing the 20% “gap” requires a fundamentally different approach:

= Some things are counter cultural in consciously accepting risk or partitioning cyber
environments (other than by classification)
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A foundation

Foundation for Cybersecurity Framework

Sophisticated

THREAT

Unsophisticated

Low High
MISSION/FUNCTION
CRITICALITY
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A foundation (cont'd)

The Cybersecurity Economic Framework

Deploy Targeted
Advanced Security
Controls/Methods

Sophisticated

THREAT

Unsophisticated

Low > High
MISSION/FUNCTION
CRITICALITY
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A foundation (cont'd)

Reducing Risk Acceptance

Deploy Targeted
Advanced Security
Controls/Methods

Sophisticated

THREAT

Unsophisticated

Low > High
MISSION/FUNCTION
CRITICALITY
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A foundation (cont'd)
N

Expanding the Baseline of Security Controls

59



A foundation (cont'd)

Expanding Targeted Advanced Security
Controls/Methods/Tools

Augment CSC Based on
Mission and Threats

Augment CSC Based on
Mission and Threats

Investments are Mission
Assurance Focused

Investments are Mission
Protection Focused

Tools and Staff to

S R T,

Response to Shared
Threat Information

Tools and Staff to
Response to Shared
Threat Information
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A foundation (cont'd)

E—

Extended Cybersecurity Framework

Took andStaffto Analytical Capabilities to
Mission and Threats As nce Focused Response to Shared Anticipate Threats
Deﬂ:y Targeted e Thee at infoematian
vanced
securny Augment CSCBasedon Investments are Mission Toolks and Staffto Capabilitie s for Rapid
Controls/Methods iisson and Threats Protection Focused Respanse to Shared Reaction

Threat iInformation




A foundation (cont'd)

Extended Cybersecurity Framework

Level 4: Augment (SCBased  Investments are Toolks and Staffto

BResilient onMission and Mission Assurance Responseto Shared  Capabilities to

Operate Through 1 eas Focused Threat information  AntiGpate Threats Additional
SoplueHontad Investments to
Level 3: Augment (SCBased  Investments are Toolks and Staffto Capabili ties for DepAby Ta g ed
Dynamic onMission and Mission Protection  Responseto Shaed  Rapid Reaction dvanced
:’8; tz':‘ respond Threats Focused Threat information Security
Attack s Controls/Methods




Investment Principles

Investment Principle #1: Implementation of a comprehensive baseline of security controls that address threats that
are of low to moderate sophistication is essential and is economically beneficial.

Investment Principle #2: Focus security investment beyond the baseline controls to counter more sophisticated
attacks against the functions and data that are most critical to an organization.

Investment Principle #3: For sophisticated attacks, an organization should accept the security risk of not protecting
functions and data that are of lowest impact to the organization’s mission and where cost exceeds benefits.

Investment Principle #4: The economic benefit of participating in multiple, high quality cyber security information
sharing exchanges regarding the dynamic characteristics of sophisticated threats is very high.

Investment Principle #5: Additional Investments to address sophisticated threats should be specifically tailored to
the (evolving) threat characteristics.

Investment Principle #6: Effective countering of the most sophisticated threats (e.g., Nation State) requires
investment in current technology controls and human capabilities to be able to effectively predict and respond to
attack patterns. Investment Principles
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Portfolios for Cybersecurity

Natural investment portfolios (from an IT perspective) o Common (shared) infrastructure
= 1. Define standard service level: drive out cost o Back office functions—standardize
= 2. Invest only what needed to support mission o Mission unique capabilities
= 3. Invest in differentiated capabilities

Infrastructure portfolio

= 1. Integrate security and operations—separation drives duplication and reduces security

= 2. Architect (partition) infrastructure/applications/data to align with mission criticality ( and evolve)

= 3. Follow economic model for investments—hygiene plus mission focused investments tied to mission criticality ¢
Back office portfolio

= 1. Decide where to accept risk

= 2. Hygiene plus focused investments in selected areas to reduce risk (e.g., financial, PIA) ¢
Mission unique capabilities

= 1. Establish desired objective (e.g., Level 3 or 4 on prior scale) for mission partitions/enclaves

= 2. Invest in appropriate capabilities and tools ¢
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A foundation (cont'd)

Metrics for Enhanced

Cbersecu rity

qnll n Metrk: Capability for real sme Mewic: 1) Deployed protec ton

deglo yment of controls In axhitecture based on assuring

m‘ﬂhﬂ Attack response to changing threat mission conSnuity; 2) Regulbr
profile exrcseof ability © operate

fiough attack

Level 3: Dynamic Metric: imp lement threat Metic: 1) identificaton of mission

Able 10 respond to monitoring capab lithes ©© suppont oritic 3l capadities; 2) Deployment

Sophisticated Attack identidicaton and deployment of of {partal] architecture and
additional controls controls to protect mission oritical

capabiiities

Metric: 1) Robust network of Metric:

information exchange partners Established
monitored on real time basis; 2) policies and
Staff capable of extending threat practices = well
data to predict threat evolution. as experienced
staff able to
permit read thme
response 1o
sop histicated
threats
Metric: 1) Robu st network with Metric: Organic

infarmation exchange sources; 2) staff capable of
Experienced stalf capable of rapld recogniz ing
resp onse 10 sophisticated threats sop histicated
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Cybersecurity Insurance

Why mitigate the cybersecurity risk, when we can try to transfer it?

Costs of Security \
Cyber insurance Policy \

Security Levels
We don'’t care, minimal

Benefits
Cyber insurance premiums
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Cyber Risk Transference

Financial Risk of Security Incident.
Cyber Insurers — premium needs to be lower than the difference between the
benefit and the cost of security

Cyber Insurance Market - Still Underdeveloped

Interdependent security (externalities in cybersecurity decisions)
Correlated risk (i.e. impact of a DDoS attack on economic infrastructure)
Information asymmetries (zero-day vulnerabilities)
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5) In Closing: Debriefings for Cases

= Debriefing for Cases 01 — 02 — 03 — 04
= Please go to the Virtual Room for Instructions
= Prepare your answers accordingly!
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Thank you
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