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1) Cyber-Innovations: Deep Web +

1) Deep Web Fundamentals

The deep Web, sometimes called the 

invisible Web, is the large part of the Internet 

that is inaccessible to conventional search 

engines. Deep Web content includes email 

messages, chat messages, private content 

on social media sites, electronic bank 

statements, electronic health records (EHRs) 

and other content that is accessible over the 

Internet but is not crawled and indexed by 

search engines like Google, Yahoo, Bing or 

DuckDuckGo. 
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Surface Web

▪ The surface Web is that portion of the World Wide Web that is indexable by

conventional search engines.

▪ It is also known as the Clearnet, the visible Web or indexable Web.

▪ Eighty-five percent of Web users use search engines to find needed information,

but nearly as high a percentage cite the inability to find desired information as one

of their biggest frustrations.

▪ A traditional search engine sees only a small amount of the information that's

available -- a measly 0.03 % [source: OEDB].
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History

▪ Jill Ellsworth used the term invisible Web in 1994 to refer to websites that were

not registered with any search engine.

▪ Mike Bergman cited a January 1996 article by Frank Garcia:

“It would be a site that's possibly reasonably designed, but they didn't bother to register it with any

of the search engines. So, no one can find them! You're hidden. I call that the invisible Web”.

▪ Another early use of the term Invisible Web was by Bruce Mount and Matthew B.

Koll of Personal Library Software in 1996.

▪ The first use of the specific term Deep Web, now generally accepted, occurred in

the aforementioned 2001 Bergman study.
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How search engines work

▪ Search engines construct a database of the Web by using programs called

spiders or Web crawlers that begin with a list of known Web pages.

▪ The spider gets a copy of each page and indexes it, storing useful information

that will let the page be quickly retrieved again later.

▪ Any hyperlinks to new pages are added to the list of pages to be crawled.

▪ Eventually all reachable pages are indexed, unless the spider runs out of time or

disk space.

▪ The collection of reachable pages defines the Surface Web.
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How search engines work
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Contents

Dynamic content:

▪ Dynamic pages which are returned in response to a submitted query or accessed 

only through a form

▪ Especially if open-domain input elements (such as text fields) are used

▪ Such fields are hard to navigate without domain knowledge

Unlinked Content:

▪ Pages which are not linked to by other pages

▪ Which may prevent web crawling programs from accessing the content

▪ This content is referred to as pages without backlinks (or in links).
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Contents (cont’d)

Private Web:

▪ Sites that require registration and login (password-protected resources).

Contextual Web:

▪ Pages with content varying for different access contexts (e.g., ranges of client

IP addresses or previous navigation sequence).

Limited access content:

▪ Sites that limit access to their pages in a technical way (e.g., using the Robots

Exclusion Standard, CAPTCHAs, or no-cache Pragma HTTP headers which

prohibit search engines from browsing them and creating cached copies.
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Contents (cont’d) 

Scripted content:

▪ pages that are only accessible through links produced by JavaScript as well as

content dynamically downloaded from Web servers via Flash or Ajax solutions.

Non-HTML/text content:

▪ textual content encoded in multimedia (image or video) files or specific file

formats not handled by search engines.
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Access to the Deep Web

Tor

▪ ” The Tor software protects you by bouncing your communications around a

distributed network of relays run by volunteers all around the world: it prevents

somebody watching your Internet connection from learning what sites you visit, it

prevents the sites you visit from learning your physical location, and it lets you

access sites which are blocked.” – www.torproject.org

▪ Tor is a network that supports onion routing; a way to help make your traffic

anonymous. Because the Deep Web is compromised of information that doesn’t

show up on search engines, or has no domain name registry, you must know

exactly where you are going to get there.
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Access (cont’d) 

▪ Tor is software that installs into your browser and sets up the specific connections

you need to access dark Web sites.

▪ Critically it is free software for enabling online anonymity and censorship

resistance.

▪ Onion routing refers to the process of removing encryption layers from Internet

communications, similar to peeling back the layers of an onion.

▪ Using Tor makes it more difficult to trace Internet activity, including "visits to Web

sites, online posts, instant messages, and other communication forms", back to

the user.

▪ It is intended to protect the personal privacy of users, as well as their freedom

and ability to conduct confidential business by keeping their internet activities

from being monitored.
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Access (cont’d)

▪ Instead of seeing domains that end in .com or .org, these hidden sites end in .onion.

▪ The most infamous of these onion sites was the now-defunct Silk Road, an online

marketplace where users could buy drugs, guns and all sorts of other illegal items.

▪ The FBI eventually captured Ross Ulbricht, who operated Silk Road, but copycat

sites like Black Market Reloaded are still readily available.

▪ Tor is the result of research done by the U.S. Naval Research Laboratory, which

created Tor for political dissidents and whistleblowers, allowing them to communicate

without fear of reprisal.

▪ Tor was so effective in providing anonymity for these groups that it didn't take long

for the criminally-minded to start using it as well.
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Inside the Deep Web

▪ The next step is to access the Hidden

Wiki, which most people consider the

home page of the Deep Web. Here you

can begin your journey and discover

many different types of sites and

networks, ranging from tame to very

illegal. There are black market type

sites, hacking information sites, huge

file databases, political advocacy sites,

and even sites to hire people to

engage in illegal activity.
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Inside (cont’d) 

▪ One of the other “main pages” of the

Deep Web is TorDir. TorDir is a site

that uses a special crawler for the

Deep Web, so that it may act similar

to Google in that it categorizes web

sites, and allows you to view many

different and obscure .onion sites

that fall into each category.
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Inside (cont’d)

▪ Through the Hidden Wiki you can

find pages like this, which are semi-

organized lists of different .onion

sites. Many different sites are listed

and separated based on function,

such as buying/selling/trading,

communication, hacking, or intel

exchange.
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Inside (cont’d) 

▪ Dark email: email providers are only accessible via the Tor Browser, an anonymity tool designed to

conceal the end users identity and heavily encrypt their communication. Tor is used by an array of people

including journalists, activists, political dissidents, government-targets, whistleblowers, the government and just

about anyone since it’s an open-source free tool.

▪ ProtonMail – protonirockerxow.onion

▪ Torbox – torbox3uiot6wchz.onion

▪ Bitmessage – bitmailendavkbec.onion, clearweb

▪ Mail2Tor – mail2tor2zyjdctd.onion

▪ RiseUp – nzh3fv6jc6jskki3.onion, clearweb

▪ Cock.li (NSFW) – cockmailwwfvrtqj.onion, clearweb

▪ Lelantos – lelantoss7bcnwbv.onion paid accounts only

▪ Autistici – wi7qkxyrdpu5cmvr.onion, clearweb

▪ AnonInbox – ncikv3i4qfzwy2qy.onion paid accounts only

▪ VFEMail – 344c6kbnjnljjzlz.onion, clearweb

▪ Dead: Sigaint – sigaintevyh2rzvw.onion
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Inside (cont’d) 

▪ Black Markets: this is an example of

one of the many online black

markets. This one did not require a

paid membership. There are many

different ways to spend bit coins,

such as on apparel, money transfers,

drugs, books, and even digital

goods.
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Inside (cont’d) 

▪ Unthinkable Content: this is an

example of someone’s own personal

page, with content picked out due to

it’s controversial nature. Here you

can find anything from banned

readings, to Tre felling. There is

content on making one’s own

explosives, and many different

military type documents and

guidebooks
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Inside (cont’d) 

▪ Not Malicious Content: there is a

huge portion of the Deep Web that is

not malicious at all. This is a huge

database of banned, black listed,

and forbidden books which you can

read and download. Books have

been burned in the past and banned

for their controversial subject matter,

and this is a way for history to be

preserved.
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Inside (cont’d) 

▪ Database: another scholarly

database, this .onion site is a

compilation of financial, business,

real estate, and even marketing tools

and texts free to anyone who wants

to download them. The Deep Web is

a great archive for educational

material.
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Inside (cont’d) 

▪ Malicious Content: The Deep Web is

full of malicious content. On this

Russian-based community hacking

website, one can purchase credit

card information, PayPal account

information, bank accounts, and

even the service of DDoSing a

website. This is when the website is

overloaded with information sent to

it, and eventually is forced to shut

down.
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Inside (cont’d) 

▪ Agora ▪ Hidden links
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Inside (cont’d) 

▪ Drugs

25

▪ Credit cards



Internet of Things Security ++

▪ IoT: is a system of interrelated

computing devices, mechanical and

digital machines provided with unique

identifiers (UIDs) and the ability to

transfer data over a network without

requiring human-to-human or human-

to-computer interaction. the Internet of

things has evolved due to the

convergence of multiple technologies,

real-time analytics, machine learning,

commodity sensors, and embedded

systems.
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IoT Attacks 
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▪ IoT Attacks

October 21, 2016, DDoS attack to Dyn’s

Managed DNS infrastructure. 
In 2014, remote code execution vulnerability, affected 

more than 150000 Webcam devices, because of weak 

password.

Security

Requirement
Secure 

Booting

Access

Control

Anti-

DDoS

Device 

Authentication

Secure Software 

Updates and Patches



4 Layers Model of IoT 

▪ Layers 
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Integrated  Application

Information  Processing

Network  Construction

Sensing and  Identification



Internet of Underwater Things
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▪ Underwater



Internet of Underground Things
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▪ Underground



Internet of Battlefield Things
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.



Internet of Space Things
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.



Internet of Nanothings
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. 



Internet of Bio-Nanothings
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Internet of Things: Perspectives 
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• Human to Human (H2H)
• Human to Thing (H2T)
• Thing to Thing (T2T)

• On the Move
• Outdoors and Indoors
• Nights and Daytime

• Outdoors
• Indoors
• On the Move



Top Industries for IoT development
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Stronger Authentication
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USB Key SMS Code
OneKey

Confirmation OTP Token 

Fingerprint  Palmprint Iris Face

Keyboard Pressing Mouse moving track Handwriting Finger Pressing

Web API for “Human ontology 

authentication” ?

Advantages
(1)Portable

(2)Secure

(3)Stable

(4)Unique

(5)Universal

(6)Convenient

(7)Collective

(8)Acceptable



The Internet of Blockchain +++

▪ Inter Blockchain Communication

(IBC):The Cosmos Network has the

Inter Blockchain Communication (IBC)

protocol to allow blockchains to

interact with other blockchains. The

network of blockchains will

communicate through IBC, with the

Cosmos Network as the central hub.

Blockchains are connected in a hub

and spoke model to the Cosmos Hub.

The spokes of the network are called

Zones, as seen in the diagram.
▪ https://medium.com/@davekaj/blockchain-interoperability-cosmos-vs-polkadot-48097d54d2e2
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Block Chain in Brief

▪ Current Financial System

▪ Central authorities (bank, fed, notary,

escrow, etc.) transfer actual value

between two parties.

▪ Multiple intermediaries and record-

keeping are required to facilitate transfer

of assets and create trust

▪ BlockChain System

▪ Distributed network of computers (nodes) 

that maintain a shared  source of information

▪ Transaction data is immutable

▪ Peer to Peer transactions using digital 

tokens to represent assets  and value
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Bitcoin vs Block Chain

Bitcoin
Bitcoin is a digital cryptocurrency made up of

processed data blocks used for online and brick-and-

mortar purchases. Because bitcoins are limited and

their value is determined by market forces, bitcoins are

also traded like stocks on various exchanges.

▪ A digital currency which was in a lot of

ways the first demonstrable use of

BlockChain

▪ A protocol that supports a decentralized,

pseudo-anonymous, peer-to-peer digital

currency

BlockChain
A digital database containing information (such as records

of financial transactions) that can be simultaneously used

and shared within a large decentralized, publicly accessible

network. “Blocks” on the blockchain are made up of digital

pieces of information. Specifically, they have three parts

Blocks store information about transactions.

Blocks store information about who is participating in

transactions.

Blocks store information that distinguishes them from other

blocks.

▪ Distributed

▪ Secure

▪ Log file
40



Blockchain (cont’d) 
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A shared ledger technology allowing  

any participant in the business network  

to see the established (via  distributed 

consensus) system of  record (ledger)

Each peer address is  anonymous and 

multiple  addresses may map to the 

same  transactor

Operates in a peer to peer  mode and is 

mostly based on  DNS and “seed nodes”

Transactions are placed in  blocks, 

which are linked by one  way hashes

Every viable transaction is stored  

in the shared public ledger

A BlockChain is a distributed secure log file or shared ledger

with technology to trust transactions without a central authority



Blockchain (cont’d) 

▪ BlockChains are essentially facilitated on a platform of distributed databases

with some inbuilt pre-agreed technical and business logic criteria, kept in sync

via peer-to-peer mechanisms and pre-agreed consensus algorithms. These are

the BlockChain Ledgers.

▪ Data stored on BlockChains are considered Immutable. Immutable means that

something is unchanging over time or unable to be changed.

▪ In a BlockChain context, once data has been written to a BlockChain no one,

not even a system administrator, can change it. This provides benefits for audit.

▪ With respect to immutability, the way the data is structured is significant. There

are two key ideas: Hashes and Blocks.
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Blockchain (cont’d)

▪ Keeping  Secure  Records: 
▪ Records and validates each and every transaction made in a cryptographic manner

▪ Multi-Signatures 

▪ Encrypted Communication 

▪ True Non-Repudiation: Transaction un-linkability while incorporating identity management/ auditability

▪ Efficient  Value Transfer:
▪ BlockChain mining discards the need of any third-party or central authority for P2P transactions needed to transfer value between two parties: 

Process and Cost Efficiency; 

▪ Reduced internal risks;

▪ Mitigate Man in the Middle

▪ Smart Contracts:
▪ Decentralization of the technology and distributed Ledger for smart contracts development, exchange and signature.

▪ Transfer over Internet by anyone with computer or smart phone
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Blockchain Challenges

▪ BlockChain significantly alters the need for trusted

third-party authentication through a financial

institution

▪ Challenges of legacy infrastructure

▪ Challenges in understanding the technology

▪ Complex cryptosystems

▪ Decentralized cryptosystems

▪ Attacks on Cryptosystems

▪ Government backing and standards are currently in

exploratory phase only

▪ Can facilitate money laundering, crime

▪ Currently cannot support a large number of

transactions and is not fast enough
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Blockchain players
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Barriers to Blockchain

▪ Recording certain types of transactions in a public ledger may be disallowed in  

a given country because of privacy laws.

▪ Access to confidential data may be restricted within a permissioned  BlockChain

▪ A public Blockchain may include one-way hashes of confidential data, where  

access to that data is controlled; the database(s) containing such data can be  

(partially or totally) purged, if necessary.

▪ BlockChains can be made interoperable with legacy systems such as credit  

card processing (vulnerability?). 
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2) Videos: Discussion & Reflection

▪ What We Learned From Stuxnet

▪ Cyber warfare: Legal experts and programmers search for solutions

▪ Cryptocurrencies in the darknet

▪ Surface web, deep web, dark net explained

▪ Darknet Market

Go to the virtual room, and complete the activity thread.
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3) Fifth Lab

Please go to the Virtual Room for Instructions\\

48



4) Economics of Cybersecurity 

▪ Markets: Companies and consumers participate in markets, where they 

exchange goods/services for money or something of value. 
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Market Externalities 

▪ Consequences of a transaction or

decision that affect someone else

who wasn’t part of that transaction

▪ Pollution is a classic example:

decisions are made to maximize

profit, so in the absence of a legal

requirement to deal with pollution,

companies don’t
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Market Information asymmetries

▪ One actor has information that another actor doesn’t have, giving that first actor 

an advantage
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Rationality

▪ You pick the option that maximizes

your value function (either reduces

cost or maximizes profit)

▪ You make the decision that takes

into account the information you

have and the shape of the problem

▪ If intrusion detection system A costs

twice as much as intrusion detection

system B, but A is not twice as good

as B, B is a better value for money.

▪ Why might you pick A anyway?
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Maximizing shareholder value 

▪ One metric that businesses may use for

making these kinds of decisions is whether

it will improve their stock price

▪ That means that you pay people as little as

possible and sell your products for as

much as the market will bear, as long as

the share price increases

▪ This philosophy means that you don’t buy

an intrusion detection system unless you

as a company will have your share price

hurt by a breach.
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Cybersecurity Investment

▪ Cost of a data breach per industry per record: https://www.ibm.com/security/data-breach
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Critical moments in security  

Cyber hygiene addresses ~80% of threats: Cyber hygiene refers to steps taken by

users to maintain the health of their computers and devices and improve online

security to prevent the theft or corruption of data. Further, as with personal hygiene,

cyber hygiene should be practiced regularly to ward off common threats and the

natural deterioration of devices and systems.

▪ Good cyber security costs less (and improves operational availability)

▪ Achieving good hygiene is not a technical issue, rather a Cultural one.

▪ resistance is very strong and IT prefer to focus on the high end threats

Addressing the 20% “gap” requires a fundamentally different approach:

▪ Some things are counter cultural in consciously accepting risk or partitioning cyber

environments (other than by classification)
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A foundation 

56



A foundation (cont’d) 
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A foundation (cont’d) 
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A foundation (cont’d) 
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A foundation (cont’d) 
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A foundation (cont’d) 
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A foundation (cont’d) 
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Investment Principles

▪ Investment Principle #1: Implementation of a comprehensive baseline of security controls that address threats that

are of low to moderate sophistication is essential and is economically beneficial.

▪ Investment Principle #2: Focus security investment beyond the baseline controls to counter more sophisticated

attacks against the functions and data that are most critical to an organization.

▪ Investment Principle #3: For sophisticated attacks, an organization should accept the security risk of not protecting

functions and data that are of lowest impact to the organization’s mission and where cost exceeds benefits.

▪ Investment Principle #4: The economic benefit of participating in multiple, high quality cyber security information

sharing exchanges regarding the dynamic characteristics of sophisticated threats is very high.

▪ Investment Principle #5: Additional Investments to address sophisticated threats should be specifically tailored to

the (evolving) threat characteristics.

▪ Investment Principle #6: Effective countering of the most sophisticated threats (e.g., Nation State) requires

investment in current technology controls and human capabilities to be able to effectively predict and respond to

attack patterns. Investment Principles
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Portfolios for Cybersecurity

▪ Natural investment portfolios (from an IT perspective) o Common (shared) infrastructure

▪ 1. Define standard service level; drive out cost o Back office functions—standardize

▪ 2. Invest only what needed to support mission o Mission unique capabilities

▪ 3. Invest in differentiated capabilities

▪ Infrastructure portfolio

▪ 1. Integrate security and operations—separation drives duplication and reduces security

▪ 2. Architect (partition) infrastructure/applications/data to align with mission criticality ( and evolve)

▪ 3. Follow economic model for investments—hygiene plus mission focused investments tied to mission criticality •

▪ Back office portfolio

▪ 1. Decide where to accept risk

▪ 2. Hygiene plus focused investments in selected areas to reduce risk (e.g., financial, PIA) •

▪ Mission unique capabilities

▪ 1. Establish desired objective (e.g., Level 3 or 4 on prior scale) for mission partitions/enclaves

▪ 2. Invest in appropriate capabilities and tools •
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A foundation (cont’d)
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Cybersecurity Insurance

▪ Why mitigate the cybersecurity risk, when we can try to transfer it? 

▪ Costs of Security

Cyber insurance Policy

▪ Security Levels

We don’t care, minimal

▪ Benefits 

Cyber insurance premiums
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Cyber Risk Transference 

▪ Financial Risk of Security Incident. 

Cyber Insurers → premium needs to be lower than the difference between the 

benefit and the cost of security 

▪ Cyber Insurance Market - Still Underdeveloped

▪ Interdependent security (externalities in cybersecurity decisions)

▪ Correlated risk (i.e. impact of a DDoS attack on economic infrastructure)

▪ Information asymmetries (zero-day vulnerabilities)
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5) In Closing: Debriefings for Cases

▪ Debriefing for Cases 01 – 02 – 03 – 04

▪ Please go to the Virtual Room for Instructions 

▪ Prepare your answers accordingly!
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